IIpuxa3 deaepajbHOH CIYKOBI 1O
TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO
(@PCTIK Poccun) ot 11 pespans 2013 . N
17 r. MockBa "O0 yrBepxaenuu TpedoBaHnuu
0 3a1IUTe HH(POPMALUH, HE COCTABJISIOIIEH
roCyIapCTBEHHYIO TAWHY, COAEpKalIencsa B
roCyIapCTBEHHbIX HH(POPMAITUOHHBIX
cucremax"

Ipuka3 ®CTIK 006 yrBep:xxnenun TpedoBanuii 0 3amure uHGoOpManu, He
COCTABJIAIOLIEH FOCYAAPCTBEHHYIO TAHHY, COAEPKALLCHCH B FOCYIapPCTBEHHBIX
HHGOPMALMOHHBIX CHCTEMAX

[Tpuxa3 ®PenepaibHOM CITyKOBI IO TEXHUUECKOMY U KcrIopTHOMY KOHTpouto (PCTIK Poccun)
ot 11 ¢deBpans 2013 r. N 17 r. Mocksa "O0 ytBepxaenuu TpeGoBaHwmii 0 3amure nHGOpMaIny,
HE COCTaBJISIIOIIEH rOCY1apCTBEHHYIO TallHY, CO/lep KallleiCsl B TOCYJapCTBEHHBIX
nH(]pOpMaAIMOHHBIX cucTeMax "
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Perncrpannonnsiii N 28608

B cootBercTBuu ¢ yacThio 5 ctathu 16 denepanbHoro 3akoHa ot 27 nroins 2006 r. N 149-03
"O6 undopmanuu, nHGOPMALMOHHBIX TEXHOJOTUAX U 0 3amuTe uHpopmaun" (Codbpanue
3akoHozaarenbcTBa Poccuiickoit denepanuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328) u [lonoxenuem o denepanpHoii ciyx0e
10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHBIM YKa3oM lIpe3unenrta Poccniickoit
®enepanun ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHoaTenbeTBa Poceuiickoit
®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431;
2012, N 7, ct. 818), npuka3biBaio:

1. YTBepauTh npunaraeMelie TpeOoBaHUs O 3a1uTe UHPOPMAIIMH, HE COCTaBIISIONIECH
rOCyJapCTBEHHYIO TaliHy, CoJepKalleiics B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX CHCTEMAX.

2. YCTaHOBUTD, YTO YKa3aHHbIE B MyHKTE | HacTosIero nmpukasza TpeGoBaHus MPUMEHSIOTCS
JUIS 3alMTHI HH(POPMAIIUK B TOCYIapCTBEHHBIX MH)OPMAIIMOHHBIX cucTeMax ¢ 1 centaops 2013

T.

JAupexTop ®enepajbHOM CIYKOBI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJII0



B. Ceann

TpeGoBanus o 3ammTe HH(POPMALIH, HE COCTABJISAIONIEH TOCYIapCTBEHHYIO TaliHY,
cojiepkalueiicsi B rocyapcTBEeHHbIX HH(POPMALMOHHBIX CHCTEMax

. O0ue mo10:KeHus

1. Hacrosimue TpeboBanus pa3paboTaHbl B COOTBETCTBHH ¢ DeepabHBIM 3aKOHOM OT 27 UIOJS
2006 r. N 149-®3 "O06 undpopmanmu, ”HPOPMAIUOHHBIX TEXHOJOTHIX U O 3aIUTE
unpopmanun" (Cobpanue 3axkononarensctBa Poccuiickoit @enepannu, 2006, N 31, ct. 3448;
2010, N 31, ct. 4196; 201 1, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328), a Takxke ¢
y4eTOM HallMOHATBHBIX cTaHaapToB Poccuiickoit @enepannu B 00J1aCTH 3aIUTHI HH(GOPMAIMK U
B 00J1aCTH CO37]aHKs aBTOMAaTU3UPOBAHHBIX CUCTEM (JjaJiee - HAlIMOHAIbHbBIE CTAHAPTHI).

2. B 1oKkyMeHTe ycTaHaBIMBAIOTCS TPEOOBaHMsSI K 00ECIIEUSHHIO 3alUThl HH(pOopMaIuu
OrPaHUYEHHOIO JOCTYIIA, HE COAEPIKAILEH CBEIEHUS, COCTABIISIOIINE FOCY1apCTBEHHYIO TaliHy
(masee - uHGOpMaLKs), OT YTEUKH 110 TEXHUYECKUM KaHajlaM, HECAaHKI[MOHUPOBAHHOT'O JIOCTYTIA,
CIEeIMaJIbHBIX BO3JEHCTBHUI Ha TaKyro HHPOpMaLUIO (HOCUTEIN HH(POPMAIIMK) B LIETSAX €€
JOOBIBaHUS, YHUUYTOXKEHUS, MCKaKEHUsI WIIM OJIOKMPOBAHUS AOCTYINA K Hell (fanee - 3amura
uHpopmanun) rnpu 00paboTke ykazaHHON HH(OPMAIH B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX
cucreMax.

Hacrosimue TpeGoBaHus MOTYT IPUMEHSTHCS /7S 3aIUThI O0IEAOCTYIHON HH(pOpMau,
coJieprKalieiicst B rocyapCTBEHHBIX HTHPOPMAIMOHHBIX CUCTEMAX, JJISl JOCTHXKEHUS LENEH,
yKa3aHHBIX B MyHKTax | u 3 yactu 1 crateu 16 @enepanpHoro 3akona ot 27 utoing 2006 r. N
149-®3 "O6 nrdopmanuu, THHOPMAITMOHHBIX TEXHOJIOTHIX U O 3aIuTe nHpopMarmn'.

B noxymeHTe He paccMaTpuBaroTCs TpeOOBAHUS O 3alUTe MHPOPMAIIUH, CBA3aHHBIE C
NPUMEHEHHEM KPUTITOTrpahUIeCKUX METOJIOB 3aIIUTh HH(OOPMAINH U NG POBATBHBIX
(kpunTorpauuecKux) CpeACTB 3alIUTHl HHPOPMALIUH.

3. Hacrosume TpeGoBanus sBIAIOTCSA 0053aTEIbHBIMU NPU 00paboTke HH(OopMaIMK B
rOCyJapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaX, (PYHKIIMOHUPYIOIINX HAa TEPPUTOPHH
Poccuiickoii @eneparuy, a Takke B MyHUIMIIATBHBIX HH()OPMAITMOHHBIX CUCTEMAX, €CITU MHOE
HE YCTaHOBJIEHO 3aKOHOJATENBCTBOM Poccuiickoit deaepanni 0 MECTHOM CaMOYIIPABIICHUH.

Hacrosimue TpebGoBanust He pacrpocTpaHsIOTCS Ha TOCYAapCTBEHHbIE HH(OpMallOHHbIE
cucremsl Anmunuctpanuu [Ipesnnenta Poceuiickoit @enepanuu, Cosera besonacnoctu
Poccutickoit ®enepannu, GenepanpHoro Cobpanus Poccuniickoit deneparuu, [IpaButenscTBa
Poccuiickoit ®denepannn, Koncrurynnonnoro Cyna Poccuiickoit ®enepaunn, BepxoBHoro
Cyna Poccwuiickoit @eaepannu, Beiciero Apoutpaxkunoro Cyna Poccutickoit deneparnu u
DdenepanbHOil cyx0bl 6e30macHocTH Poccuiickoit denepanuu.

4. Hactrossmue TpeGoBanus penHa3HAYCHBI Tl o0nanareneii mH(popMalum, 3aKka3uyuKoB,
3aKJTFOUYMBIIUX TOCYAAPCTBEHHBIM KOHTPAKT HA CO3JaHKE TOCYIapCTBEHHONW HH(POPMAITMOHHON
CUCTEMBI (Jlajiee - 3aKa34UKH) U ONepaTOpPOB roCyAapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM
(manee - oreparopsl).

JIuno, oGpabaTeiBaroiee HHGOPMAIIUIO, SIBISIOUTYIOCS TOCYAaPCTBEHHBIM HH()OPMAIIMOHHBIM
pecypcom, 1o mopydeHuto obmanarens nHopmaiuy (3akazuuka) Wi ornepaTopa u (Wim)
IPEOCTABIISAIONIEE UM BBIYUCIUTEIbHbBIE PeCypchl (MOIIHOCTH) JUIst 00paboTKH HH(pOpMaUK Ha
OCHOBAHHWH 3aKJIFOYCHHOTO JIOTOBOpa (J1ajiee - YIIOJTHOMOYEHHOE JIUII0), 00SCTICUnBACT 3alTUTy



uH(pOpMAIIMK B COOTBETCTBHH C 3aKOHOAATEILCTBOM Poccuiickoit deaeparuu 06 nHpOpMaImm,
WH(OPMAITMOHHBIX TEXHOJIOTHAX U 0 3amuTe nHpopmanmu. B qoropope momkHa ObITh
PeyCMOTPEHA 00S3aHHOCTh YITOJIHOMOYEHHOTO JIUIa 00eCIIeYnBaTh 3alIUTY HHPOPMAIIHIH,
SIBJISFOILICHCS TOCYIaPCTBEHHBIM HH(POPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUH C HACTOSIIIIUMU
TpeOGoBaHHSIMH.

5. Ilpu 06paboTke B rocy1apcTBEHHON HHPOPMAITMOHHON cUcTeMe HH(OpMAIIUH, CoJepKaIIeh
HepCOHaNbHbIE JaHHbIe, HacTosue TpeOoBaHUs IPUMEHSIOTCS HapsALy ¢ TPeOOBAHUAMU K
3alIUTe NePCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMax
IEPCOHAIBHBIX JaHHBIX, YTBEP)KICHHbIX NocTaHoBIeHueM [IpaBurenscrBa Poccuiickoi
Oeneparun ot 1 HOsOps 2012 1. N 1119 (Cobpanue 3akoHoaarenbeTBa Poccuiickoit
®denepannn, 2012, N 45, ct. 6257).

6. [To pemenuto obnaaarens nHGopMauu (3aKa3ynKka) Wiu orneparopa Hacrosimue TpedoBanus
MOTYT MIPUMEHSITHCS JIJIS 3aIIUTH HHPOPMAITHH, COIEPIKAICIHCS B HETOCYAapCTBEHHBIX
MH(OPMAILMOHHBIX CUCTEMAX.

7. 3anuTa uHGOpMAIH, COJIEPKAIICHCS B TOCYIapCTBEHHOW MH()OPMAIIMOHHON CUCTeMe (j1aree
- nH(opManOHHAas crcTeMa), 0OecrednBaeTC s MyTeM BBINIOJIHEHUs 00JaiaTeneM nHpopMaluu
(3aka3ymKkoM)  (WJIK) orepaTopoM TpeOOBaHMM K OpraHU3AIMH 3aIIUTHI HH()OpPMAIUH,
coJieprkarieiicss B MHQOPMAIMOHHOM cucTeMe, U TpeOoBaHUI K MepaM 3aliuThl HHGOpMaIuy,
coaepkaieiics B ”HPOPMAIIMOHHOM CUCTEME.

I1. TpeGoBaHusi K OpraHu3anuu 3alIMThI HH(POPMaLNH, COepKALLelcs B
HH(OPMAIIMOHHOM cUCTEMe

8. B undopMaIimoHHo# cucreMe 00beKTaMH 3aIIUTHI SIBISTFOTCS HHPOPMAIIHs, COAep KaIascs B
WH()OPMAIIMOHHON CHCTEME, TEXHUYECKHUE CPEACTBA (B TOM YHUCIIE CPEJICTBA BHIYUCITUTEIBHOM
TEXHHUKH, MAITUHHBIE HOCUTEIH UH(OPMALIUU, CPEJICTBA U CUCTEMBI CBS3H U Mepe/iadll TaHHBIX,
TEXHUYECKUE CPEeCTBA 00PAaOOTKH OYKBEHHO-IIM(GPOBOMA, TpadUIeCcKoi, BUIECO- U PEUEBON
uH(popMaInm), 00IIECUCTEMHOE, MPUKIIATHOE, CTIeHaIbHOE MPOrpaMMHOE 0OOecIiedeHue,
WH(OpPMAIIMOHHBIE TEXHOJIOTHH, a TAK)KE CPEJICTBA 3aIIUTHI HH(GOPMAITIH.

9. lns obecnieveHus 3auThl HH(GOPMAIIUHU, coaepKaliencs B UHHOPMaIlMOHHON CUCTEME,
OTIEPATOPOM Ha3HAYAETCS CTPYKTYPHOE MOAPA3ACICHUE WIN JOKHOCTHOE JUIO (PaOOTHHUK),
OTBETCTBEHHBIE 32 3aIIUTY UHPOPMAIIHH.

10. [{ns npoBeneHus paboT 1o 3a1ure HHPOPMALIUU B X0JI€ CO3JaHUs U SKCIUTyaTalluu
nH(pOpPMAITMOHHOW cHCTEMBI 00J1aaTeieM HHGOpMaIHH (3aKa34MKOM) U ONIEPATOPOM B
COOTBETCTBUH € 3aKOHOJaTeNbcTBOM Poccuiickoit denepannu npu HEOOXOAUMMOCTH
MIPUBJIEKAIOTCS] OPraHU3allii, UMEIOIINE JIUIIEH3HIO Ha IeATeIbHOCTh M0 TEXHUYECKOM 3a1uTe
KOH(HIEHIIMATbHON HH(OpMAIMK B COOTBETCTBUM ¢ DenepanbHbIM 3akoHOM oT 4 mast 2011 r. N
99-®3 "O nuIeH3UPOBAHUH OTACIBHBIX BUIOB JesTenbHOCTH (CoOpaHue 3aKOHOAATeIhCTBA
Poccuiickoit ®enepanuu, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, ct. 6728;
2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9, ct. 874).

11. [Ins oGecniedenus 3auThl HHGOPMALIKH, COEeprKalleiics B UH(OPMAIIMOHHON CUCTEME,
MIPUMEHSIIOTCS CPEICTBA 3alUThl HH(OpPMALIH, MPOIIEIIINE OLIEHKY COOTBETCTBUS B opMe
00s13aTeNIbHON cepTU(UKAIIMYM HAa COOTBETCTBHE TPEOOBAHHIM O O€30MacHOCTH UH(OpMAIINK B
COOTBETCTBHUU CO cTaThelt 5 DenepanbHoro 3akoHa ot 27 aexadps 2002 r. N 184-d3 "O
TexHn4YecKkoM perynupoBanun” (Cobpanue 3akoHoaarenbcTBa Poccuiickoit deneparyum, 2002, N
52, ct. 5140; 2007, N 19, c1. 2293; N 49, c1. 6070; 2008, N 30, ct. 3616; 2009, N 29, cT. 3626;



N 48, cr. 5711; 2010, N 1, ct. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, cr. 7351; 2012, N
31, cT. 4322; 2012, N 50, cT. 6959).

12. 3amura nadopmaiuu, coaepxamieicss B *HGOPMAITMOHHOW CUCTEME, SBIISIETCS COCTABHON
4acThIO pabOT MO CO3AAHUIO U IKCITyaTaIllui HHPOPMAIIMOHHOW CHCTEMbI U 00eCIieYnBacTCs Ha
BCEX CTaJusX (dTamax) ee CO3AaHUs U B XOJI€ IKCIUTyaTalluy ITyTeM IPUHSITUS
OpPTaHHU3AIMOHHBIX U TEXHUYECKUX MEp 3allUThl HH(OPMAIINY, HAMPABICHHBIX Ha
0JIoOKMpOBaHKE (HEUTPAIH3aIIMI0) YyTPo3 0€301acHOCTH HHGOPMAITUU B HH(OPMAITMOHHON
CUCTEME, B PAMKaX CUCTEMBI (TIOJICUCTEMBI) 3aIUThI HHpOpMauu HHOOPMAITMOHHONW CUCTEMBI
(manee - cucrema 3amuThl HHGOpMaIUU HHGOPMAITMOHHOW CHCTEMBI).

OpraHu3alMOHHbIE U TEXHUUYECKUE MEPbI 3allUThl HH(POPMAIUH, pealu3yeMble B paMKax
CHCTEMBI 3alUThHI HH(POpMAMKA HHPOPMALMOHHON CUCTEMBI, B 3aBUCUMOCTH OT UH(OpMAIIHH,
coJepxaleiics B ”HPOPMALIMOHHOM cucTeMe, Liesel co3ianus MHGOPMAIIMOHHON CUCTEMBI U
3a[a4, pelaeMbIX 3TO HHPOPMALMOHHON CUCTEMOM, JOJDKHBI OBITh HAIIPABJICHBI HA

HCKIIIOYCHHUC:

HENIPABOMEPHBIX JIOCTYTIa, KOMMMPOBAHHUS, IPEIOCTABIICHUS WIIA PACTIPOCTPAHCHUS HHPOPMAITHH
(obGecnieueHne KOH(MDUICHIIMATILHOCTH HH(OPMAITUH);

HENPaBOMEPHBIX YHHUYTOKEHHS WIIM MOIU(PHINPOBaHUS HH(popMaLuK (obecreyeHne
[EIOCTHOCTH MH(OpMAITIH);

HETpPaBOMEPHOTO OI0KHpOoBaHUs HH(popMaIyn (00ecredeHne TOCTYITHOCTA HHPOPMALIUH ).

13. [lns obGecniedeHus 3auThl HHGOPMAILIMHU, COAEpIKaleicss B UH()OPMAIIMOHHON cHCTEME,
MPOBOJSTCS CIAEAYIOIINE MEPOTIPUSATHS:

dbopmupoBaHue TpeOOBaHUH K 3aIUTe WHPOPMAIIHU, coIepKaIIeics B MHHOPMAITHOHHON
CUCTEME;

pa3paboTKa cHUCTEMBI 3aIIUThl HHPOPMALUU HHPOPMAITMOHHON CHCTEMBI;
BHEJJPEHUE CUCTEMBI 3aIIUTHl HHPOPMAIUU UHPOPMALIMOHHON CUCTEMBI;

aTTecTauus HH(HOPMALIMOHHON CUCTEMBI 110 TPeOOBaHMSIM 3allUThl HH(OpMannu (1anee -
aTTecTanys HHPOPMALMOHHOM CUCTEMBI) U BBOJI €€ B JICHCTBHE;

obecrnievueHne 3auuThl UHHOPMAITUHU B XO/I€ IKCILTyaTal[il aTTeCTOBAaHHON MH(POPMAIMOHHOMN
CHUCTEMHEI,

o0ecrieyeHue 3auThl MHPOPMALIUU TPU BBIBOJIE U3 IKCILTyaTalluu aTTeCTOBAaHHOMN
MH(OPMALIMOHHON CUCTEMBI WJIM TIOCTIE MPUHATHUS pelIeHHs] 00 OKOHYaHUN 00paboTKH
UHpOpMaLINH.

®opmupoBanue TpeOOBaHUH K 3aIIUTe HH(OPMAIHH,

coJiepskarieiicss B MHQOpPMAIIMOHHON cucTeMe

14. ®opmupoBanue TpeOOBaHMI K 3a1UTe HHHOPMAITNH, COJIepKaIelics B HHGOPMAIIMOHHON
CUCTEMeE, OCYIIECTBIIsIETCS o0ManaTeneM nHhopManuu (3aKa3uuKkoM).



®opmupoBanue TpeOOBaHUH K 3aIKUTe HHOPMAIHH, coepKalieiics B MHPOPMALMOHHOM
cucreme, ocymiectsisiercs ¢ yaerom ['OCT P 51583 "3amura nandopmanmu. [Topsaok co3zganus
ABTOMATH3UPOBAHHBIX CHCTEM B 3all[UIIEHHOM HcnonHeHnH. Oomre nonoxenus" (1anee -
I'OCT P 51583) u I'OCT P 51624 "3amura nadopmainuu. ABTOMaTH3MPOBAHHBIC CUCTEMBI B
3amuiieHHoM ucnoiaHerann. Oomue tpedoanus" (nanee - TOCT P 51624) u B Tom uncie
BKJIIOYAET:

NPUHITHE PELICHUS 0 HEOOXOIMMOCTH 3aIUTHI HHPOPMAIHH, COJICPIKAIIEHCS B
UH(POPMALIMOHHOM CUCTEME;

KJaccu(puKanuio HHPOPMAITMOHHONW CHCTEMBI IO TPEOOBAaHUAM 3aIUTH HH(pOpMaIuu (aajee -
kiaccudukanus ”HPOPMAITMOHHON CUCTEMBI);

omnpeneseHue yrpo3 6€30macHOCTH UH(POPMALINH, PEATH3aIIUI KOTOPBIX MOXKET MPUBECTU K
HapyIICHUIO 0€30MacHOCTH MH(pOpMAIUN B MHPOPMAIIMOHHO CUCTEME, U Pa3pabOTKy Ha UX
OCHOBE MOJIEJIN yTpo3 0€30MacHOCTH HH(POPMALINH;

orpeneneHue TpeOOBaHUN K CHCTEME 3alUThl HH(OopMaIu HHPOPMAIIMOHHON CUCTEMBI.

14.1. TIpy npuHATHYN pelIeHUs 0 HEOOXOJUMOCTH 3alIUTHI HH(OPMAIIMH, COACPIKAIICHCS B
UH(POPMALIMOHHOM CUCTEME, OCYIIECTBIISETCS:

aHaAJIN3 MeJied co3anusl THPOPMAITMOHHON CHCTEMBI H 33]1a4, PEIIaeMbIX ITON
UH(OPMaLMOHHON CHCTEMOII;

ornpeneneHue nHdopMaluu, noexamiei o0padboTke B MHPOPMALMOHHOM CUCTEME;

AHaJIN3 HOPMATHUBHBIX ITPABOBLIX dKTOB, MCTOJUUCCKHUX JOKYMCHTOB U HAIITMOHAJIBHBIX
CTaHAapTOB, KOTOPBLIM JOJIKHA COOTBETCTBOBATH I/IHq)OpMaHI/IOHHafl CHUCTEMA,

NPUHATHE PELICHUS 0 HEOOXOAUMOCTHU CO3/IaHUsI CUCTEMBI 3alUThl HH(OpMAIUU
UH(POPMAIIMOHHON CUCTEMBI, a TAK)KE ONpeIeNICHIE [eNIeH 1 3a/1a9 3aluThl HHPOpMAIUU B
MH(POPMALIMOHHOM CUCTEME, OCHOBHBIX 3TAllOB CO3/IaHUS CUCTEMBbI 3alllUThl HH()OpMaIUH
MH(OPMAaLIMOHHON CUCTEMBI M (PYHKIIHUN 110 00ECTIEYEHHIO 3alUThl HHPOpMAIIH,
coJieprkarieiicss B MHQOpMaIMOHHOM cucTeme, obnaaarens HHGopMaIuu (3aKazunka),
oreparopa M yIoJIHOMOYEHHBIX JIHII.

14.2. Knaccudukarus nHGOPMAITMOHHONW CHCTEMBI TIPOBOIUTCS B 3aBUCUMOCTH OT 3HAUUMOCTH
oOpabarbiBaeMoil B Helt nH(opMaruK 1 MaciTada HHGOpMaIMOHHON cucTeMbl ((enepanbHbIi,
pErnoHaNIbHBIN, 00BEKTOBBINH).

VY cTaHaBIMBAKOTCA YEThIPE KJIAcCa 3aALIUILEHHOCTH HH(POPMALIMOHHON CUCTEMBI, ONIPEIEISIOINE
YPOBHH 3alMIEHHOCTH cojiepxalieiics B Heil nHpopmanuu. Camblit HU3KHA Kiace -
YEeTBEPTHIH, caMblil BRICOKHIT - mepBbIid. Kitace 3amumeHHocTi HHPOPMallMOHHOM CHCTEMBI
oTpenieNseTcsl B COOTBETCTBUHU ¢ npuiioskeHreM N 1 k Hactosium TpeGoBaHUsAM.

Kiacc 3amumienHoCcTH onpeaensieTcs 11 MHPOPMaImOHHON CHCTEMBI B 1IEJIOM |, TIPU
HEOOXOAUMOCTH, JUIS €€ OTACIBHBIX CETMEHTOB (COCTaBHBIX YacTel ).

TpeboBaHme K KJIacCy 3alIUIEHHOCTH BKIIOYAETCS B TEXHHUECKOE 3aJaHUE HA CO3/IaHNe
WH()OPMAITMOHHOM CHCTEMBI U (MJIM) TEXHUYECKOE 3a7jaHue (4aCTHOE TEXHHUECKOE 3a/IaHKE) Ha
CO3J1aHUE CUCTEMBI 3alUTHl MH(OpMaIK HHPOPMALIMOHHOMN CUCTEMBI, pa3pabaTbiBaeéMble C



yuetoM 'OCT 34.602 "Undopmannonnas TexHonorus. Kommiekc craniapToB Ha
aBTOMAaTU3UPOBaHHbIE CUCTEMBL. TeXHHUECKOe 3aJJaHNe Ha CO3/1aHNuEe aBTOMATU3UPOBAHHON
cucremsl" (ganee - 'OCT 34.602), 'OCT P 51583 u I'OCT P 51624.

Kracc 3amuieHHocTH HHPOPMAITMOHHON CHCTEMBI ITOAJICKHUT MIEPECMOTPY ITPH H3MEHEHHUH
MaciTaba HHPOPMAIIMOHHON CUCTEMBI HJIM 3HAYUMOCTH 00pabaThiBaeMOU B HEM MH(GOPMAITHH.

PesynbraThl kiaccupukanuu HHGOPMAIMOHHON CUCTEMBI O(OPMIISIFOTCS aKTOM
KJIaCCH(PUKAIUH.

14.3. Yrpo3s! 6e30macHOCTH HHOOPMALIUY ONIPEIEISIOTCS 10 pe3yIbTaTaM OLECHKH
BO3MOKHOCTEH (HOTCHI_[I/IaJIa, OCHAIICHHOCTH U MOTI/IBaI_H/II/I) BHCIIHUX U BHYTPCHHUX
HapyIINTeNeH, aHaIn3a BO3MOKHBIX yA3BUMOCTEH HH(POPMAIMOHHON CHCTEMBI, BO3MOXHBIX
CI0Cc0o00B peanu3aluu yrpo3 0€300acHOCTH UH(POPMAIMK U TOCIEACTBUI OT HApYyLIEHUS
CBOMCTB Oe3omacHOCTH HH(popMannu (KOH(PUACHINAIBHOCTH, HEIOCTHOCTH, TOCTYITHOCTH).

ITpu onpenenenuu yrpo3 6€30macHOCTH UH(OPMAIIMK YUUTHIBAKOTCS CTPYKTYPHO-
(GyHKIMOHATIBHBIE XapaKTEPUCTHUKU HH()OPMAIIHOHHON CHCTEMBI, BKIIIOYAIOMINE CTPYKTYPY U
cocTaB MH(OPMAIIMOHHON CHCTeMBI, PU3NUECKUE, J0rHYeckue, (yHKINOHAIbHbBIE U
TEXHOJIOTMYECKHE B3aUMOCBS3U MEK/y CErMEHTaMU MH(OPMAaLlMOHHON CUCTEMBI, C UHBIMU
MH(POPMALIMOHHBIMU CUCTEMaMH U MH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIMU CETSMH,
peXUMBI 00pabOTKH HHPOPMALIMU B MHOOPMAIIHOHHON CHCTEME U B €€ OTIENbHBIX CETMEHTaX, a
TaKXe MHbIE XapaKTePUCTUKNA UHPOPMALIMOHHON CUCTEMBI, IPUMEHsIEMble HH(POPMALIMOHHbIE
TEXHOJIOTUH U 0COOEHHOCTH €€ (YHKIMOHUPOBAHHUSL.

[To pe3ynbTaTram omnpeneneHus yrpo3 6e30nacHOCTH HHGOPMAIH MPU HEOOXOIUMOCTH
pa3pabaThIBalOTCA PEKOMEH/IAIUH 110 KOPPEKTUPOBKE CTPYKTYPHO-()YHKIIMOHAIBHBIX
XapaKTEPUCTHK HH(OOPMAIIMOHHON CHCTEMBI, HallpaBJICHHbIE Ha OJIOKHPOBaHHE
(HeHTpanu3alurio) OTAEIbHBIX YIpo3 0€30MacHOCTH HHPOPMALIUH.

Mogens yrpo3 6e30macHOCTH HH(GOPMAIUH JOJKHA COAEPKATh OMUCaHNe HHPOPMAIIMOHHON
CHCTEMBI U €€ CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPUCTHUK, a TAKXKE OMHCAHUE YIPO3
6e3omacHOCTH MH(OpMANKH, BKIIOYAIOIIEe ONMMCaHNe BOZMOXKHOCTEH HapymuTeneil (Moaemb
HapYILIUTENs ), BOSMOXKHBIX YA3BUMOCTEH MH(POPMALIMOHHOHN CUCTEMBI, CHOCOOOB peann3aiuu
yrpo3 6e301acHOCTH HH(OPMAINH U NTOCIEACTBUI OT HapyIIEH!Us CBOWCTB 0€30MaCHOCTH
UHpOpMaLnH.

Jnist onpeniesieHus yrpo3 6€30macHOCTH MHGOpMAIMK U pa3pabOoTKH MOJIENH yIpo3
0e30MmacHOCTH UH(pOPMALIUK TPUMEHSIFOTCSI METOAMYECKHE JOKYMEHTHI, pa3padoTaHHbIE U
yrBepxacHHble DCTIK Poccun B coorBeTcTBUM ¢ TOATYHKTOM 4 nyHkTa 8 [TonoxkeHus o
®denepalibHOH CITyKO€ M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEPKJIEHHOTO YKa30M
[Tpesunenrta Poccuiickoit ®eneparuu ot 16 aBrycra 2004 r. N 1085 (Cobpanue
3akoHogatenbcTBa Poccuiickont @enepannu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, c1.4921; N 47, ct. 5431; 2012, N 7, ct. 818).

14.4. TpeboBaHusl K cucTEME 3aUTHl HHPOPMATUH HHPOPMAIIMOHHON CHCTEMBI OTIPEEIAI0TCS
B 3aBUCHUMOCTH OT KJIacca 3allMIEHHOCTH HHPOPMALIMOHHOM CUCTEMBI U YIpo3 0€30IacHOCTH
uH(pOpMalH, BKIOYEHHBIX B MOJIEb YIPO3 0€30MacHOCTH UH(POPMAILIUH.

TpeOGoBaHMsI K CHCTEME 3alUThl HHPOPMAITUU HHPOPMAIIHOHHOW CHCTEMBI BKITFOUAIOTCS B
TEXHUYECKOE 3a/laHie Ha CO3JJaHNe NHPOPMALIMOHHOM CUCTEMBI U (UJIH) TEXHHUECKOE 3aJaHne
(JacTHOE TEXHMYECKOE 3a/IaHKE) Ha CO3/IaHUE CHCTEMBI 3alTUThl HHPOPMAIIUH



UHPOPMALIMOHHOM cucTeMsl, pa3padarsiBaemsble ¢ yaetoM ['OCT 34.602, TOCT P 51583 u
I'OCT P 51624, n 101HBI B TOM YUCJIE CONEPKATh:

Oeiib U 3aJa4u obOecrieueHus 3allIHNThI I/IH(i)OpMaI_II/II/I B HH(i)OpMaHHOHHOﬁ CHCTEME,
KJIacCC 3alllMIII€HHOCTH HH(bOpMaHHOHHOﬁ CHUCTEMBI,

NEpCUCHb HOPMATHUBHBIX IIPABOBBIX AKTOB, MCTOANYCCKUX NOKYMCHTOB U HAIMOHAJIbHBIX
CTaHAAapTOB, KOTOPBIM J0JIKHA COOTBETCTBOBATH I/IH(i)OpMaHI/IOHHaH CHUCTEMA,

MEPCUCHDb 00BEKTOB 3allIUThI HH(l)OpMaHHOHHOﬁ CUCTEMBI,

TpeOOBaHUS K MEPaM U CPEJCTBAM 3aIIUThl HHPOPMAILINH, IPUMEHSIEMbIM B HTHGOPMAITMOHHON
CUCTEME;

TpeOOBaHUs K 3aIIUTe HHYOPMAIMH ITPU UHPOPMALIMOHHOM B3aMMOCHCTBHH C MHBIMH
WH(OPMAIMOHHBIMU CUCTEMaMHU U MHPOPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHBIMH CETSIMHU, B TOM
qucie ¢ MHGOPMAIMOHHBIMU CHCTEMAaMH YITOJTHOMOYEHHOTO JIUIA, & TAK)KE TPU TIPUMCHEHUU
BBIYHCIIUTEIHHBIX PECYPCOB (MOIIHOCTEH ), IPEIOCTABIIIEMBIX YIIOJTHOMOUYEHHBIM JTUIIOM JJIS
00paboTku nHpopmMaIuu.

[Tpu onpenenenuyn TpeOOBaHUH K CHCTEME 3alIUThl HH(OpMAIKU HHPOPMALIMOHHOW CUCTEMBI
YUUTBHIBAIOTCS TTOJIOKEHUS TIOJTUTHK oOecTieueHrs MHPOPMAITMOHHOHN 06€301acHOCTH 001a1aTels
uH(popMalnu (3aKa3uuka) B ciydae ux pazpaborku no 'OCT P MCO/M3K 27001
"NudopmannonHas TeXHOJIOTHs. MeTobl U cpeicTBa obecriedeHus Oe3onacHocTH. CUCTEMBI
MeHeIKMeHTa HHPOPMAITMOHHOM Oe3onmacHocTH. TpeboBaHus", a Takke MOTUTUK 0OeCTIeueHUS
MH(POPMAIIMOHHON 0€30MaCHOCTH OTepaTopa M YIOJIHOMOYEHHOTO JIMIIA B YaCTH, HE
MpoTUBOpeYaIlel moTuTHKaM obaaarens uHpopmanuu (3aKa3zynka).

Pa3padorka cucrembl 3amuThl HHPpoOpManuu HHGOPMAMOHHON CHCTEMBbI

15. Pa3zpaboTka cucTeMbl 3alIUThl UH(pOpMauyi HH(HOPMALMOHHON CUCTEMbI OPTaHU3YeTCs
oOnagareneM HHGOPMALIUU (3aKa3UUKOM).

Pa3paboTka cucteMsl 3alIUThl HH(OPMAIIMY HHPOPMALIMOHHON CUCTEMBI OCYIIIECTBIISIETCS B
COOTBETCTBUU C TEXHUYECKUM 3aJlaHuEM Ha CO3JaHNe UH(POPMAIIMOHHOM CUCTEMBI U (UJTHN)
TEXHUYECKUM 3aJ]aHHeM (JaCTHBIM TEXHUUECKUM 3a/IaHUEeM) Ha CO3/1aHUE CUCTEMBbI 3aIllUThI
uH(popmMaruu nHpopmamonHoii cucreMsl ¢ yuetom ['OCT 34.601 "Mndopmanmonnas
TexHojorusa. KoMmrieke cTan1apToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMBI. ABTOMaTU3UPOBAHHBIE
cucreMbl. Ctaguu co3ganus” (manee - FOCT 34.601), TOCT P 51583 u I'OCT P 51624 u B Tom
qHCIIe BKIIIOYAET:

MMPOCKTUPOBAHUEC CHUCTCMBI 3allIUThI I/IH(I)OpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CUCTEMBI,

pa3pabOTKy IKCIUTYaTAllMOHHOMN TOKYMEHTAIMHA Ha CUCTEMY 3allliThl HHGOPMAITHI
WH(OPMAIIMOHHON CHCTEMBI;

MaKETHPOBAHUE U TECTUPOBAHUE CUCTEMBI 3aLUTHI MH(OpMAIMK HHPOPMALIMOHHON CUCTEMBI
(pu HEOOXOAUMOCTH).

Cucrema 3amuThl HHGOpMAUK HHPOPMALMOHHONW CUCTEMBI HE TOJDKHA MPETATCTBOBATh
JOCTH)KEHUIO LieJIel co3/1aHus MH(OPMAIIMOHHON CUCTEMBI U €€ (PYHKIIMOHUPOBAHUIO.



[Tpu pa3paboTke cucTeMbl 3aUThl HH(popMaIu nHHOPMAIIMOHHON CHCTEMbI YUUTBHIBACTCS €€
MH(POPMALMOHHOE B3aMMO/ICHCTBHE C MHBIMM HH(POPMALIMOHHBIMU CUCTEMAaMH U
UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIMU CETSMH, B TOM YHCJIE ¢ HHPOPMAMOHHBIMA
CUCTEMaMH YIIOJJHOMOYEHHOIO JIMLA, & TAK)KE IPUMEHEHUE BBIYUCIUTEIBHBIX PECYPCOB
(MoIIHOCTEHT ), TPEAOCTABIAEMBIX YIIOJHOMOYEHHBIM JIULIOM 11 00pabOTKK MHPOPMALIUH.

15.1. IIpu mpoeKTUPOBAaHUM CUCTEMBI 3aIIMTHI HHPOPMALIUK HHPOPMALIMOHHON CUCTEMBI:

OTIPECIISIOTCS TUITBI CYOBEKTOB JAOCTYIA (TOIH30BATEIH, MPOIIECCHI M MHBIC CYOBEKTHI IOCTYIIA)
1 00BEKTOB JIOCTYIIA, SBJISIONIUXCSI O0BEKTaMHM 3aIIHUTHI (YCTPOMCTBA, O0BEKTHI (haliJIOBOM
CUCTEMBI, 3aITyCKacMbIe U HCIIOTHICMbIE MOTYJH, OOBEKTHI CUCTEMBI YIIPABJICHUS OazaMu
JAHHBIX, 00BEKTHI, CO3/IaBACMBbIC IPUKJIAHBIM POTPAMMHBIM 00€CIIeYeHUEM, HHBIE O0bEKTHI
JIOCTYTIa);

OIIpEeNIeNIAI0TCA METO/IbI YIIPABJICHUS JOCTYIIOM (JIMCKPELIMOHHBIN, MaHJaTHBIH, POJIEBOM WM
MHBIE METO/IbI), TUIIBI JOCTYIIA (UTEHUE, 3alKCh, BHIIIOJHEHUE UM UHBIE TUIIBI IOCTYIA) U
IpaBUiia pasrpaHUYeHUs JOCTyNa CyOBbEKTOB AOCTYIAa K 00bEKTaM JI0cTyma (Ha OCHOBE CIIUCKOB,
METOK 0€30MTaCHOCTH, POJICH M WHBIX MPABHJI), IOJJICKALIIE PeaTH3alii B MHPOPMAIIMOHHON
CHUCTEME;

BBIOMPAIOTCS MEPHI 3aIUTHI HHPOPMALIKH, TOAJIEKAIINE PEATN3ALUN B CUCTEME 3aIlUThI
uHpopManuu HHPOPMAITMOHHOW CHCTEMBL;

OTIPECIISIOTCS BHJIBI M TUIIBI CPEJICTB 3alTUTHl MHPOPMAITUHU, 00CCIICUNBAIOIIUE PEATTH3AIIIO
TEXHUUYECKUX Mep 3alIuThl HPOpMAIUY;

OTIPENIEeTISIETCSI CTPYKTYpPa CUCTEMBI 3alIUThHI HHPOpMaAIIK HHPOPMAITMOHHON CHCTEMBI, BKJIFOYAst
cocTaB (KOJIMYECTBO) U MECTa Pa3MEIICHUS €€ IIEMEHTOB;

OCYILECTBIISICTCS BEIOOP CPEACTB 3aLIUThI HH(OPMAIMU, CEPTU(PULIINPOBAHHBIX HA COOTBETCTBHE
TpeOOoBaHUAM 1O O€30MaCHOCTH UH(OPMALIUU, C YIETOM UX CTOMMOCTH, COBMECTUMOCTH C
UH(POPMALMOHHBIMU TEXHOJIOTHSIMH U TEXHUUYECKUMHM CPEJCTBaMU, PyHKIUI 0€30MacHOCTH
ATHUX CPEJCTB U OCOOCHHOCTEH UX pealn3alii, a TAKKe KJ1acca 3alUIEHHOCTH
UH(POPMALIMOHHOM CUCTEMBI,

OTIPEICIIAIOTCS MapaMeTPhl HACTPONUKH MPOrPaMMHOTO OOECTIeueH s, BKII0Yas MpOrpaMMHOe
obecrieueHre CpeICTB 3alUThl HHPOPMAIIHH, 00SCTICUNBAIOIINE PEATTU3AIUIO0 MEP 3aIUThI
uH(pOpMaIInH, a TAK)KE YCTPAHEHHE BOZMOXKHBIX YI3BUMOCTEH HMHPOPMAITMOHHOMN CHCTEMBI,
MIPUBOIANINX K BOSHUKHOBEHHUIO YTPpo3 0€301acHOCTH HHPOPMAITUH;

OIIPEICTISFOTCS. MEPHI 3aIUTHl MHPOPMAIIMU IPH HHPOPMAIIHOHHOM B3aUMO/ICHCTBUYU C MHBIMU
UH()OPMAIIMOHHBIMU CUCTEMAaMHU M HHPOPMAIIMOHHO-TEICKOMMYHHKAIIMOHHBIMH CETSIMH, B TOM
qpcIe ¢ UHPOPMAIIMOHHBIMU CUCTEMaMH YIIOJIHOMOUYSHHOTO JINIA, & TAK)Ke TIPU IPHUMEHEHUH
BBIYHCITUTEIILHBIX PECYPCOB (MOIIHOCTEH ), MPEAOCTABISIEMbIX YITOTHOMOYESHHBIM JTHIIOM JIJIS
00paboTKK HHPOPMALIUH.

Pe3ynbTaThl NPOEKTUPOBAHUS CUCTEMBI 3aIUTHI HHPOPMAIUU HH(OPMAIIMOHHON CUCTEMBI
OTpakaroTCsl B MPOEKTHON JOKYMEHTAIMH (3CKU3HOM (TEXHUYECKOM) MPOEKTE U (WIIH) B
paboueil ToKyMeHTaluu) Ha MH(POPMAITMOHHYIO CUCTEMY (CHCTEMY 3allUThl HH(OpMAIU
nH(pOpMaIMOHHOM cucTeMbl), pa3padareiBaeMbix ¢ yauetoMm ['OCT 34.201 "NndopmarnmonHas
TexHosorusi. Komruieke cTanjapToB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI. BHJIbI, KOMITJIEKTHOCTb



¥ 0003HaYeHNE TOKYMEHTOB IIPU CO3/IaHUH aBTOMATH3UpOBaHHbIX cucteM" (nanee - [OCT
34.201).

[TpoekTHas qOKyMeHTaIUs Ha UH(POPMALIMOHHYIO CUCTEMY U (HJIK) €€ CUCTEMY 3alllUThI
UH(POPMALIUU TTOAJIEKAT COTTIACOBAHHIO C OTIEPATOPOM HH(OPMAIIMOHHOMN CUCTEMBI B CITyYae,
€CJIM OH OIpPEJIEIeH TAKOBBIM B COOTBETCTBUU C 3aKOHO1aTeNbcTBOM Poccuiickoit denepanuu K
MOMEHTY OKOHYaHUS IIPOEKTUPOBAHUS CUCTEMBI 3aIIUTHl HHPOPMAUU HH(OPMAITHOHHON
CUCTEMBI U HE SBJISCTCS 3aKa34UKOM JaHHON MH(POPMAIIMOHHON CUCTEMBI.

[Tpu oTcyTCTBIHM HEOOXOAUMBIX CPEJICTB 3aIIUTHI MHPOPMALIUH, CEPTU(DUITMPOBAHHBIX HA
COOTBETCTBUE TPEOOBAHUAM 1O OE€30MACHOCTH MHPOPMALIUHU, OPTaHU3YyeTCs pa3padboTKa
(mopaboTka) cpeACTB 3aTUThl HHPOPMALIMK U UX CEPTU(PHUKAIMS B COOTBETCTBHH C
3aKoHOIaTeNCTBOM Poccuiickoit denepariy nim Npou3BOIUTCS KOPPEKTHPOBKA MPOESKTHBIX
pelIeHHiA 10 HPOPMAIIMOHHOM CUCTeME U (WIIN) €€ CHCTEME 3aIllUThl HHPOPMAIIUHU C YIETOM
(YHKIMOHATBHBIX BO3MOXHOCTEH UMEIOINXCS CEPTUPHUIIMPOBAHHBIX CPEJCTB 3AIUTHI
uHpopmanuu.

15.2. Pa3paboTKa 3KCITyaTallMOHHOM TOKYMEHTALMU Ha CUCTEMY 3allIUThl HH(OpMAIHN
MH()OPMAIIMOHHON CHCTEMBI OCYLIECTBIISICTCS B COOTBETCTBUH C TEXHUYECKUM 3aJaHUEM Ha
co3anue nHPOPMAITMOHHON CUCTEMBI H (MJTN) TEXHUYECKUM 33aHHeM (YaCTHBIM TEXHUYECKUM
3aJlaHUeM) Ha CO3/IaHNe CHCTEMBbI 3alUThl HH(pOpMauy HHPOPMAITHOHHOH CHCTEMBI.

DKCIlyaTalluOHHAs TOKyMEHTAllUs Ha CUCTEMY 3alIUThl HHPOpMAIK HH(POPMAIMOHHOM
cuctembl pazpadareiBaercs ¢ yaerom 'OCT 34.601, TOCT 34.201 u TOCT P 51624 u nomkHa B
TOM YHCJIE COJIEPKATh OMHUCaHUE:

CTPYKTYPBI CUCTCMBI 3alIIUThI PIH(I)OpMElI.[PIPI HH(I)OpM&I.IHOHHOfI CUCTCMBI,

COCTaBa, MECT YCTAaHOBKH, 1apaMETPOB U MOPsIIKa HACTPONKH CPENICTB 3alUThI HH(POpMaInH,
IPOTPaMMHOT0 00ecrieueHHs] U TEXHUUECKUX CPE/ICTB;

IMpaBUJI OKCIUTyaTalluu CUCTCMBbI 3allIUThI I/IH(I)OpMaI_II/II/I HHq)OpMaHHOHHOﬁ CUCTCMBEI.

15.3. TIpu MakeTUpOBaHUM U TECTUPOBAHUU CUCTEMBI 3aIUThI HHPOPMALUN UH(DOPMAIIHOHHON
CHCTEMBI B TOM YHUCIIE€ OCYLIECTBIISIOTCS:

IMPpOBEpPKa pa6OTOCHOCO6HOCTI/I 1 COBMCCTUMOCTH BLI6paHHLIX CpCACTB 3allIUThI HH(bOpMaHHH C
I/IH(l)OpMaHI/IOHHI)IMI/I TEXHOJIOTHUAMU U TEXHUYCCKUMHA CPEACTBAMMU,

IIPOBEPKA BBIMOJIHEHHSI BHIOPaHHBIMH CPEICTBAMU 3aIUThI HH(OpMalluu TpeOOBAHUMN K cUCTEME
3alUThl UHQOPMAIIMKU HHPOPMALIMOHHOM CUCTEMBI;

KOPPEKTHPOBKA NMPOEKTHBIX PEIICHHH, pa3pab0oTaHHBIX MPH CO3aHUU HH(DOPMAITMOHHON
CUCTEMBI U (HUJIM) CUCTEMBI 3alIUThl HH(OpMaUU HHPOPMAITMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHON U IKCIUTYaTallMOHHOW JOKYMEHTAIMU HAa CUCTEMY 3alLUThI
uH(popMaluu HHPOPMAITMOHHON CHUCTEMBI.

MaxkeTupoBaHre CUCTEMBI 3aIIUThI HHPOpMAaIK HH()OPMAIIHOHHOM CUCTEMBI U €€
TECTUPOBAHUE MOXKET IPOBOJUTHCS B TOM YHCJIE C UCIIOJIB30BAHUEM CPEJCTB U METO/I0B
MOJIETUPOBAaHUS MHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTH BUPTYyaIH3aIUH.



Bueapenue cucreMsbl 321U ThI HHGOpMaNUY HH(POPMALMOHHONI CHCTEMBI

16. Baeapenue cucreMsl 3amuThl HHGOpManuu HHHOPMAITMOHHONW CUCTEMBI OPTaHU3YEeTCS
obnanaTeneM HHPOPMALHH (3aKa3UUKOM).

Brenpenue cucteMbl 3auThl HHGOPMAIMK HHPOPMAITMOHHON CUCTEMBI OCYIIIECTBIISICTCS B
COOTBETCTBUU C MMPOEKTHOM U IKCILUTYaTaALlMOHHOM IOKYMEHTAUEN HA CUCTEMY 3alUThI
nHpopmauy nHOOPMAITMOHHOW CHCTEMBI U B TOM YHCJIE BKIIFOYACT:

YCTAHOBKY M HACTPOMKY CPEACTB 3alIUThI HH(OpMAIMK B HHPOPMALMOHHON CUCTEME;

pa3paboTKy JOKYMEHTOB, OIIPEAEISIONINX IIpaBHila U MPOLEAYPhl, peali3yeMble OIIEPaTOPOM
Jui o0ecreyeHns 3aluThl HH(OpMalUK B MHMOPMAIIMOHHON CHCTEME B XOJI€ €€ HKCIUTyaTalluu
(anee - opraHu3allMOHHO-PACIIOPSIAUTENbHBIE JOKYMEHTBI IO 3alllUTe HHPOpMAILIH);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3alIUTHI HH(OPMAIIHH;
IpeBapUTeNbHbIEC UCIIBITAHUS CUCTEMBbI 3aIUThl HHPOPMALUU UH(HOPMAILIMOHHON CUCTEMBI;
OMBITHYIO 3KCILTYaTaLlMIO0 CUCTEMBI 3alIUThI HH(pOpMAIMY HHPOPMALIMOHHOM CUCTEMBI,

aHaJu3 ysA3BUMOCTEH MHPOPMALMOHHOM CUCTEMBI U IPUHATHE MEP 3allUThl HHPOPMALIUU IO UX
YCTPAaHEHHUIO;

MMPUCMOYHBIC UCIIBITAHHUA CUCTCMbI 3allIUThI PIH(bOpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CHCTCMBI.

K BHepeHMIO cuCTeMBbI 3alUThl MH(OpMaIMY HHPOPMALIMOHHOMN CUCTEMBbI IPUBIIEKACTCS
orepaTop MH(POPMAIIMOHHOM CUCTEMBI B CIy4ae, €CIM OH OIPE/IEIeH TAKOBBIM B COOTBETCTBHHU C
3aKoHoAaTenbcTBOM Poccuiickoit denepanny K MOMEHTY BHEIPEHUS CUCTEMBI 3aILUTHI
nH(popManu “HHOPMAITMOHHON CUCTEMBI U HE SIBJISIETCS 3aKa3UMKOM JaHHOMN
UH(POPMALIMOHHOM CUCTEMBI.

16.1. YcTaHoBKa U HacTpoiika cpeJICTB 3alUThl HH(POpMaIui B HH(OPMAIIMOHHOM cucteme
JIOJI’KHA TMTPOBOJUTHCS] B COOTBETCTBUHU C IKCIUTYaTallMOHHOM TOKYMEHTAIMel Ha CUCTEMY
3alUThl MH(QOpMAIMY HHPOPMALIMOHHOM CUCTEMBI U JJOKYMEHTAIeH Ha CpeJICTBA 3alUThI
uH(pOpMaLIUH.

16.2. PazpabaTbiBaeMble OpraHU3AIMOHHO-PACTIOPSIUTENBHBIE TOKYMEHTHI 110 3alUTe
nH(pOpMaIUU JOJKHBI OMPEACIIATH MPAaBUIIA U TIPOIETYPHI:

yrpaBieHus (aAMUHUCTPUPOBAHUS) CUCTEMOM 3alIUThl HHPOpMaUU HHPOPMAIIMOHHOM
CUCTEMBI;

BBISIBJICHHS] HUHIIUIEHTOB (OHOTO COOBITHS WM TPYIIIBI COOBITHIT), KOTOPBIE MOT'YT PHUBECTHU K
c00sIM WJIM HapyIIeHUIO (YHKIIMOHUPOBAHUS MH(OPMAIITMOHHON CUCTEMBI U (WJIH) K
BO3HMKHOBEHUIO yrpo3 0e30macHoCTy MH(pOpMaIUK (fajiee - MHIUJACHTHI), U pearupoBaHus Ha
HUX;
yIpaBiieHUs! KOH(UTYypalueil aTrTecTOBaHHON HH(POPMAIIMOHHON CUCTEMbI U CUCTEMBI 3aIIUThI
nHpopmauu nHOOPMAITMOHHOW CHCTEMBI;



KOHTPOJIs1 (MOHUTOPHHTA) 32 00ECIIEYeHHEM YPOBHS 3aIUIICHHOCTH HH(pOpMAaIiH,
cojiepxarieiics: B ”HQpOpMaImOHHON CHCTEME;

3alIMThl UHOPMAIIMU TIPU BBIBOJIC M3 IKCILTyaTaIlK WHGOPMAIIMOHHON CUCTEMBI WIIH MTOCTIE
NPUHSITHS PEeIIeHUs 00 OKOHYaHUHM 00padOTKH HH(DOPMALIHH.

16.3. IIpu BHepEeHUH OPraHU3aLMOHHBIX MEp 3aIUThl HH(POPMAITUHN OCYIIECTBISIOTCS:

peanu3anus MpaBuil pa3rpaHudeHUs] JOCTYIa, PErJaMeHTUPYIOIIUX MpaBa A0CTyIa CyObEeKTOB
JOCTyTa K 00BEKTaM JIOCTYIa, U BBEJICHUE OTPAHUYCHHH HA JCHCTBHS ITOJIH30BATENICH, a TAaKKe
Ha U3MEHEHUE YCIIOBUH IKCIUTyaTalllK, COCTaBa U KOH(PUTYpALIUU TEXHUYECKUX CPEACTB U
MPOrPaMMHOTO O00OECTICUEHUST;

IIPOBEPKA IOJHOTHI U JIETAIBHOCTH OIIMCAHUS B OPTaHU3aLMOHHO-PACIIOPSIAUTEIBHBIX
JOKYMEHTax I10 3aluTe HHpOopMaLuu AeHCTBHIA OIb30BaTeNeH U aIMUHUCTPATOPOB
WH(POPMALIMOHHON CUCTEMBI 10 PeaTH3alH OPraHU3aMOHHBIX MEpP 3alIUThl HH()OPMAIIHH;

0TpabOoTKa AEHCTBUN JOJKHOCTHBIX JIMII U MOAPA3ACIICHUM, OTBETCTBEHHBIX 32 PeaU3aIiio Mep
3aIUTHl HTHPOPMALTIH.

16.4. TlpenBapuTtenbHBIC UCTIBITAHUS CHCTEMBI 3aIUTH HH(pOpMamu nHOOPMAITMOHHON
cuctembl ipoBoasarcs ¢ yuetoMm ['OCT 34.603 "Uudopmaronnas TexHonorus. Buis
ucnblTaHui aBToMatu3upoBaHHbIX cucteM" (nanee - FOCT 34.603) u BKIIOYAIOT IPOBEPKY
PaboTOCIIOCOOHOCTH CUCTEMBI 3aIIMThI HH(pOpMaIuu HHOOPMAITMOHHON CHCTEMBI, a TAKKE
MIPUHSATHE PEIICHUS] O BO3MOXXHOCTH OIBITHOM SKCIUTYaTaIlliy CUCTEMBbI 3alUTHI HHPOPMALIUH
UH(OPMAIIMOHHON CHUCTEMBI.

16.5. OnbITHas 3KCIUTyaTalMs CUCTEMBI 3alUThI HH(pOpMaUK HHPOPMALTMOHHONW CHCTEMBI
npoBoautcs ¢ yuetoM ['OCT 34.603 u BkitoyaeT npoBepKy PyHKIIMOHUPOBAHUS CUCTEMBI
3alUThl UH(QOpMAIMKY HHPOPMALIMOHHOM CUCTEMBI, B TOM YUCIIE€ PEATM30BaHHBIX MEP 3alUThI
UH(POPMAIINH, a TAK)KEe TOTOBHOCTH TI0JIh30BATENEH M a]IMHHUACTPATOPOB K AKCIUTyaTaI[lH
CHCTEMBI 3alIUThI HH(pOpMALUU UHPOPMALITMOHHONW CUCTEMBI.

16.6. AHanu3 ysi3BuMocTeil HHQOPMAIIMOHHON CUCTEMBI IIPOBOAMUTCS B LIETSAX OLIEHKU
BO3MO>KHOCTH NPEO0JI0JIEHUSI HAPYILIUTEIEM CUCTEMBI 3alllUThl HH(OpMAaLUK HHPOPMATMOHHON
CHCTEMBI U NMPEIOTBPAILECHUS peaIn3alui YTpo3 6€30MacHOCTH UH(OPMAIIHH.

AHanu3 ya3BuMocTel HH(GOPMallMOHHON CUCTEMbI BKIIIOYAET aHaJIN3 ySI3BUMOCTEN CPesICTB
3alIUThl UHQOPMAIMH, TEXHUYECKUX CPEICTB U MPOrPaMMHOI0 obecredeHnss HHPOPMALMOHHOM
CUCTEMBI.

[Tpu ananuze ys3BuMocTell HHGOPMAIIMOHHON CHCTEMBI IPOBEPSETCS OTCYTCTBHE U3BECTHBIX
ySI3BUMOCTEH CPEeCTB 3alUThl HH(POPMAIH, TEXHUYECKUX CPEICTB U IPOrPaMMHOTO
oOecrniedyeHus, B TOM YHCJIe C y4eTOM HHPOpMaIuu, UMEIoIeNcs y pa3paboTUNKOB U
MOJYYEHHOM U3 JPyrux 0OIIEOCTYMHBIX HCTOYHUKOB, TPAaBUIIBHOCTh YCTAHOBKH U HACTPONKHU
CPEICTB 3alUThl HHPOPMAIH, TEXHUUECKUX CPEACTB U MPOrPaMMHOT0 O0ECIIeueHus, a TaKKe
KOPPEKTHOCTH pabOThI CPEJCTB 3alUTHl HH(POPMAIUH MTPU UX B3aUMOJICHCTBUU C TEXHUYECKHUMHU
CpEICTBAMU U MPOTrPaMMHBIM 00ECTIEUEHUEM.

B ciydae BbIsIBICHHS ySI3BUMOCTEH HH(OPMAIIMOHHON CUCTEMBbI, TPUBOSIINX K
BO3HMKHOBEHUIO JIONOJIHUTENIBHBIX YTPO3 0€30MacHOCTH UH(OPMAIMH, IPOBOIUTCS yTOUHEHHE
MoJieNu yrpo3 0e30macHoCTH HH(POpMAIK U TIPU HEOOXOJUMOCTH TPUHUMAIOTCS



JOMOJIHUTCIIBHBIC MCPBI 3allUThI I/IH(I)OpMaLII/II/I, HaIpaBJICHHBIC HAa YCTPAHCHUC BBISABJICHHBIX
YSI3BUMOCTEH MIIM UCKIIFOYAIOIINE BO3MOXHOCTb UCIIOIb30BAHUS HAPYLIMTEIEM BbISIBICHHBIX
yS3BUMOCTEM.

16.7. IlpueMoUHbIC UCIIBITAHUS CUCTEMBI 3aITUTHI HPOPMAITUU HHPOPMAITIOHHON CHCTEMBI
npoBoasatcs ¢ yaeroM ['OCT 34.603 u BKIIOYAIOT IPOBEPKY BBHITOJTHEHUS TPEOOBAHUM K
CUCTEMeE 3aIUThl HH()OpMALIUY HHHOPMAITMOHHON CHCTEMBI B COOTBETCTBHH C TEXHUYECKUM
3aJJaHUEeM Ha Co3JaHKe HH(OOPMALIMOHHOM CUCTEMBI U (UJTH) TEXHUUYECKUM 33aJJaHUuEM (YaCTHBIM
TEXHUYECKUM 33JJaHUEM) Ha CO3IaHUE CUCTEMBI 3alIUThl HHPOPMAITUU HHPOPMAITHOHHOM
CUCTEMBI.

ATtTecTauus HHGOPMANMOHHOM CHCTEMbI M BBOJI €€ B JielicTBHe

17. Arrecranus nHGOPMAIIMOHHON CHUCTEMBI OpraHu3yeTcs o0anaTesneM HHPOpMauu
(3aKa34MKOM) UJIM ONEPaTOpPOM U BKIIHOYAET MPOBEJCHUE KOMILJIEKCA OpraHU3allMOHHBIX U
TEXHUUYECKUX MEPONPUATUH (aTTECTALIMOHHBIX UCIBITAHUI), B pe3YyIbTaTe KOTOPBIX
HOJTBEPKIACTCS COOTBETCTBUE CUCTEMBI 3alUThl HH(POpMaIuK UH(OPMALIMOHHON CUCTEMBbI
HacToAmM TpeboBaHUsAM.

17.1. B kauecTBe UCXOAHBIX JaHHBIX, HEOOXOIUMBIX JUIS aTTECTAIIMKA HHPOPMALMOHHOM
CHCTEMBI, UCIIOJIb3YIOTCSI MOJIENb YIPO3 O€30MaCHOCTH HH(POPMALIUH, aKT KilacCU(UKALUU
MH(OPMALIMOHHON CUCTEMbI, TEXHUUECKOE 3aJJaHK€ Ha CO3/1aHre UH(OPMALIMOHHON CUCTEMBI U
(MM) TEXHUYECKOE 3ajaHKe (YaCTHOE TEXHUYECKOE 3a/laHie) Ha CO3/1aHUE CUCTEMBbI 3alllUThI
uHpopManuy HHGOPMAITMOHHON CHCTEMBI, IIPOCKTHAS M SKCILUTyaTallMOHHAs JOKYMEHTALUs Ha
CHCTEMY 3alIUThl HH(OPMALIMU HHPOPMALIMOHHON CUCTEMBI, OPraHU3aUOHHO-
pacnopsAUTENbHbIE JOKYMEHTHI 10 3alUTe HHPOPMAIUH, pe3yNbTaThl aHaJIN3a yI3BUMOCTEN
UH(POPMALIMOHHOM CUCTEMBI, MaTepHaJIbl PEABAPUTENbHBIX U IPUEMOYHBIX UCTIBITAHUI
CUCTEMBI 3alUThl THPOPMAITUN HHPOPMAIIMIOHHOW CUCTEMBI, @ TAK)KE MHBIE JOKYMEHTHI,
pa3pabaTbIBaeMble B COOTBETCTBUU C HAaCTOSIUMU TpeGoBaHUAMHU.

17.2. Arrecranus MHQOPMAIIMOHHON CHCTEMBI IIPOBOJUTCS B COOTBETCTBHHM € IPOTrPAMMON U
METOJMKAaMHU aTTEeCTAIMOHHBIX UCIIBITAaHUH 10 Hayasia 00paboTKK MH(OpMAIUH, O IIeKAIIeH
3anUTe B ”HPOpPMALMOHHON cucteMe. [l mpoBeieHus arTecTalui HH(HOPMAIIMOHHON CUCTEMbI
PUMEHSIIOTCS] HALIMOHAJIbHBIE CTaHAAPTHI, & TAKKE METOIUYECKUE TOKYMEHTHI, pa3padoTaHHbIE
n yrBepkieHHple @CTOK Poccnn B cOOTBETCTBUM C NOANYHKTOM 4 nyHKTa 8 [lonoxeHus o
®denepalibHON CITyKO€ 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPKJIEHHOTO YKa30M
ITpesunenrta Poccuiickoit @enepaunu ot 16 asrycra 2004 r. N 1085.

ITo pe3ybTaTaM aTTCCTAlIMOHHBIX HUCIIBITAaHHI 0(1)OpMJ'I$[IOTC${ IMPOTOKOJIbI ATTECTAIMOHHBIX
I/ICHBITE[HI/II\/'I, 3aKJIIOYCHHUE O COOTBCTCTBHUU HH(l)OpMaHHOHHOﬁ CHUCTCMBI TpC6OBaHI/I${M O 3aIIuTe
I/IH(l)OpMaHI/II/I " aTTeCTaT COOTBETCTBUA B ClIyUac MMOJTOXKUTECIIbHBIX PE3YIHTATOB
ATTECCTAaIMOHHBIX HUCHBITAaHUH.

17.3. Jlomyckaercst arTecTanus HHPOPMALMOHHONW CHCTEMBI HAa OCHOBE PE3yJbTaToOB
aTTeCTAallMOHHBIX UCIIBITAHUN BBIACIEHHOTO Habopa CerMEHTOB HH()OPMAIIMOHHON CUCTEMBI,
peaTM3yIoNNX MOJHYIO TEXHOJIOTHIO 00paboTKH HH(pOPMAIIHH.

B sToMm citydyae pacnpocTpaHeHue arTectaTa COOTBETCTBHSI Ha JPyTHUe CErMEHThI
WH(OPMAIIMOHHON CHUCTEMBI OCYILIECTBIISIETCS MIPU YCIOBUU UX COOTBETCTBUS CErMEHTaM
MH(OPMALIMOHHON CUCTEMBI, MPOILIEANINM aTTeCTAllMOHHbIE UCTIHITAaHUSI.



CerMeHT cuuTaeTCs COOTBETCTBYIOIIMM CErMEHTY HH(POPMAIMOHHON CHCTEMBI, B OTHOIICHHUH
KOTOPOTO OBLIN MPOBEACHBI aTTECTAIMOHHBIC HCITBITAHUS, €CITH JUTS YKAa3aHHBIX CETMEHTOB
YCTaHOBJICHBI OJTMHAKOBBIC KJIACCHI 3AITUIIIEHHOCTH, YTPO3bl 0€30MacHOCTH HH(DOPMALIHH,
peali30BaHbl OJMHAKOBBIC IPOCKTHBIC PEIICHUS 110 HH()OPMAIIMOHHOW CUCTEME U €€ CHCTEME
3amUThl UHOOPMALIUH.

CooTBeTCTBHE CETMCHTa, Ha KOTOpBIfI PACHIPOCTPAHACTCA aTTCCTAT COOTBETCTBUSA, CCTMCHTY
HH(bOpMaHHOHHOﬁ CHUCTEMBI, B OTHOIICHHUHU KOTOPOI'O ObUIH IIPOBCACHBI ATTCCTAlMOHHBIC
HCIIBITAHUA, IIOATBCPIKAACTCA B XOAC NPUCMOYHBIX HUCIBITaHUH HH(i)OpMaHHOHHOﬁ CHUCTCMBI UJIN
CETMCHTOB HH(i)OpMaHHOHHOI;'I CHCTCMBI.

B cermenTax nHdopManoHHON cUcTeMBbl, Ha KOTOPbIE PACIIPOCTPAHIETCs aTTecTaT
COOTBETCTBUSI, ONIEPATOPOM 00ECIIeUnBaACTCS COOIIOIEHHE SKCILTYaTallMOHHON JOKyMEHTAI[MH
Ha CUCTEMY 3aIlUThl THPOPMALUU UH(OOPMALIMOHHON CUCTEMBI M OpraHU3aLMOHHO-
pacropsaIuTeIbHBIX JOKYMEHTOB 110 3aIIUTE HH()OPMAIIHH.

OcobeHHocTH aTTCCTalluu HHq)OpMaHHOHHOﬁ CHUCTCMBI Ha OCHOBC pC3YyJIbTATOB
aTTCCTAallMOHHBIX HCIIBITAaHUI BBIZICIICHHOI'O Ha60pa €€ CCIrMCHTOB, a TaKKC YCJIOBUA U TOPAOOK
pacnpoCTpaHCHUs aTTeCTaTa COOTBETCTBHUA HA APYTUEC CCIMCHTHI HHq)OpMaHHOHHOﬁ CHUCTCMbI
OMPCACIIAOTCA B IpOrpaMME U METOJUKAX aTTCCTAlMOHHBIX I/ICHBIT&HI/Iﬁ, 3aK/JIIOYCHHUU U
aTTCCTAaTC COOTBCTCTBUA.

17.4. IloBTOpHas arrecTanus HHPOPMAIIMOHHOW CHCTEMBI OCYIIIECTBIISETCS B CIIy4ae OKOHUAHUS
CpOKa JICMCTBUS aTTeCTaTa COOTBETCTBUSI MJIU MOBBIIICHHS KJIacca 3alUIICHHOCTH
nH(popMalMOHHOH cucTeMbl. [Ipu yBenuueHuu cocraa yrpo3 6e3omnacHocTd HHGOpMaIUU HIn
W3MEHEHUS TPOCKTHBIX PEIICHUM, PeaTM30BaHHBIX MPU CO3JaHUU CUCTEMBI 3aIIUTHI
uH(popMalu HHHOPMAITMOHHON CHUCTEMBI, TPOBOASATCS TOTIOJHUTENbHBIC aTTECTAllMOHHBIE
WCIIBITAaHUS B paMKax JEHCTBYIOIIETO aTTECTaTa COOTBETCTBUSI.

17.5. BBoa B neiictBue HHGOPMAITMOHHONW CUCTEMBI OCYIIIECTBIISIETCSI B COOTBETCTBUU C
3akoHOAaTensCTBOM Poccuiickoit deneparnu 06 nHbopMauu, HHGOPMAIIMOHHBIX TEXHOIOTHUSIX
u o 3amute uHpopmanmu u ¢ yaeroM ['OCT 34.601 v mpu HAJIMYKK aTTECTaTa COOTBETCTBHS.

O0ecneyenne 32U THI HHPOPMALMH B X0/1€ IKCIUTyATAMH ATTECTOBAHHOM
HH(OPMALMOHHOH CHCTEMBI

18. O6ecnieuenue 3anUThl UHPOPMAILIUU B XO/I€ IKCIUTyaTaIllMH aTTECTOBAHHOM
WH(OPMAIIMOHHON CUCTEMBI OCYIIIECTBIISETCSI ONEPATOPOM B COOTBETCTBHH C
9KCILTYaTaI[MOHHOM IOKYMEHTAIlMEH Ha CHCTEMY 3allUThl HH(POPMAIMK U OPTaHU3aIIHOHHO-
pacmopsANTETFHBIMU JOKYMEHTAMH 110 3alIUTe UH()OPMALIUY U B TOM YHCIIE BKITIOYAECT:

ylpaBiieHue (3 AMUHUCTPUPOBAHKE) CUCTEMOH 3aIuThl HHPOpMauu HHHOPMAITMOHHOMH
CUCTEMBI;

BBISAABJICHUC MHIOUACHTOB U pCarunpoOBaHC HAa HUX;

ylpaBiieHUe KOH(UTypalueil arrecToBaHHON HH(POPMAIIMOHHOMN CUCTEMBI U €€ CUCTEMBI
3alUThl HHOPMALIUK;

KOHTPOJIb (MOHUTOPHHT) 32 00ECIIEYeHUEM YPOBHSI 3aIlIMIIEHHOCTH MH(POpMAIUH,
cojiepxarieicss B ”HOOPMAITMOHHOW CHUCTEME.



18.1. B xone ynpasieHus (aIMUHUCTPUPOBAHUS) CUCTEMOMN 3alIUThI HH(OPMALIUU
MH(POPMALIMOHHOM CUCTEMBI OCYIIIECTBIISIFOTCS:

3aBEJICHUE U YAAJICHUE YYETHBIX 3aIMCEH MT0JIb30BATENEH, YIIPABICHUE ITIOJIHOMOUYUSIMU
N0JIb30BaTeNe HHPOPMALIMOHHON CUCTEMBI U TIOJIEP)KaHUE IPAaBUJI pa3rpaHUYCHHS JOCTYIA B
MH(POPMALIMOHHON CUCTEME;

yIpaBJIEHUE CPEICTBAMHM 3aLUThI MH(OpMALMK B HH(GOPMALIMOHHOH cUCTEME, B TOM YHCIIe
napamMeTpamMH HaCTPOWKH MPOTPaMMHOTO oOecrieueH s, BKIIIoYast IporpaMMHOE obecrieueHue
CPEZCTB 3alUThl HH(OPMALMU, YIPABICHUE YUYETHBIMU 3aIIUCSIMU I10JIb30BaTENEH,
BOCCTaHOBJICHHE pabOTOCIIOCOOHOCTH CPEACTB 3alIUTHI HH(POPMALIUU, TEHEPALIHIO, CMEHY H
BOCCTaHOBJIEHHE MapoJIeii;

yCTaHOBKa OOHOBJICHUH MPOrPaMMHOT0 00€CIIEUeHHs, BKIIIOYAs MPOrpaMMHOE 00ecriedeHne
CPEICTB 3alUThl HHPOPMAINH, BHITYCKAEMbIX pa3paboTUrKaMu (IPOU3BOJUTENSIMU) CPEICTB
3anUThl HHOOPMAIMH WK TI0 UX IOPYYEHUIO;

[EHTPATN30BAaHHOE YIIPABJICHUE CUCTEMOMN 3Tl HPOPMAITUU HHPOPMAITHOHHON CHCTEMBI
(pu HEOOXOUMOCTH );

perucTpaiys u aHajau3 COObITHI B MHPOPMAITMOHHOW CHCTEME, CBS3aHHBIX C 3aIlIUTOM
uH(popMaIuu (J1anee - COOBITHS OE30TTaCHOCTH);

nH($OPMUPOBAHUE MOJIb30BaTENeH 00 yrpo3ax 0e30macHOCTH UH(pOpMAIINH, O TpaBUiIax
9KCIUTyaTaI[l CHCTEMBI 3aIUThI HH()OPMAIIUK UHPOPMAITMOHHON CHCTEMBI H OTICTHHBIX
CPEICTB 3alUThl HHPOPMAIINH, a TAKKE UX 00yUEHUE;

COIIPOBOKJICHNE (PYHKIIMOHUPOBAHUS CUCTEMBI 3aIUThl HHPOPMALUU UHHOPMAIIMOHHON
CUCTEMBI B XOJI€ €€ IKCIUTyaTalllH, BKJII0Uas KOPPEKTUPOBKY IKCILTyaTallMOHHON JOKYMEHTAIUH
Ha Hee M OPraHN3alMOHHO-PACTIOPSAANTENbHBIX JOKYMEHTOB IO 3alIUTe NHPOPMALUY;

18.2.B XO0J€ BBIABJICHUA MHIUACHTOB U pCarupoOBaHuA Ha HUX OCYIICCTBIIAKOTCS:
ONpeaACIICHUE JIUL], OTBECTCTBCHHBIX 34 BBIABJICHNC HHIIUACHTOB 1 PCAaruipOBaHUC HA HUX;

oOHapyXeHHE W UICHTU(PUKALIMS HHIIMJICHTOB, B TOM YHCJIe OTKAa30B B OOCITY>KHBaHHUH, COOEB
(mepe3arpy3ok) B paboTe TEXHUYECKUX CPENICTB, IPOrPaMMHOTO 00ECTIeYeHHS U CPE/ICTB
3amuThl HHGOPMAITUH, HAPYIICHUH TIPABUIT pa3TpaHUYCHUS JOCTYIa, HEIPAaBOMEPHBIX JEHCTBHMA
o cOopy nHpopmanuu, BHEAPEHUH BPEIOHOCHBIX KOMIBIOTEPHBIX MTPOTrPaMM (BUPYCOB) U UHBIX
COOBITUH, TPUBOSIINX K BOSHUKHOBEHUIO HHITHICHTOB;

CBOCBPEMECHHOC I/IH(i)OpMI/IpOBaHI/Ie JINI, OTBETCTBCHHBIX 3a BBISIBJIICHHUC MHIIUJICHTOB 1
pcarupoBaHuC Ha HUX, O BOBHUKHOBCHUU MHIIUJICHTOB B PIH(I)OpMaI_II/IOHHOfI CHUCTEMC
MMOJIB30BATCIIIMU U aIMUHHUCTPATOpPaAMU;

aHaJIN3 THOUACHTOB, B TOM YUCJIC OIMMPECACIICHUC NCTOYHUKOB U IPUYINH BOSHUKHOBCHUA
HMHIOWJACHTOB, a TAKXKE OIICHKA X HOCH@}ICTBI/Iﬁ;

IJIAHUPOBAHUE U MPUHATHE MEP IO YCTPAHEHUIO NHIIUJICHTOB, B TOM YHCJIE TI0O BOCCTAHOBJICHUIO
MH(POPMALIMOHHOM CUCTEMBI U €€ CETMEHTOB B ClTyyae 0TKa3a B 00CTYXHUBaHUU WU TIOCIIE
c00€eB, YCTPaHEHUIO MOCIEACTBUN HapyIIEHHUs IPaBUJ pa3rpaHUUYCHUs JOCTyIa,



HEMPaBOMEPHBIX ACUCTBUI 110 cOOpy MHPOPMALIUH, BHEAPEHHS BPETOHOCHBIX KOMIIBIOTEPHBIX
porpaMM (BUPYCOB) U MHBIX COOBITUM, MPUBOASIIUX K BOSHUKHOBEHHUIO MHIIUIEHTOB;

IIJIAaHUPOBAHUE U IMIPUHATHE MEP 110 MMPEAOTBPAIICHHUIO TIOBTOPHOI'O BO3SHUKHOBCHUSA
HMHIOUACHTOB.

18.3. B xone ynpaiieHus: KOH(QUTYpAIHel aTTeCTOBAHHON HH(POPMAIIMOHHOM CUCTEMBI U €€
CHCTEMBI 3alUThl HUH(OPMAIIMUA OCYIIECTBISIOTCS:

nojyiep>kaHue KoH(QUTrypanuu nHGOPMAIIMOHHON CUCTEMBI U €€ CUCTEMBI 3allIUThl HH(pOpMaIiu
(CTPYKTYpBI CHCTEMBI 3aIIUTHI HHQOpMAUU HHPOPMAITMOHHONW CHCTEMBI, COCTaBa, MECT
YCTAHOBKH U ITApaMETPOB HACTPOUKH CPEJCTB 3aLIUTH HH(OPMAIHH, TIPOTPAMMHOTO
o0ecrieueHns ¥ TEXHUYECKUX CPEJCTB) B COOTBETCTBHU C HKCILTYaTallMOHHOM JJOKyMEHTaluen
Ha CUCTEeMY 3aIluThl HHPOpMauu (moaaepkanue 6a3oBoil KoHGUTrypanuu nHGOpMaITMOHHON
CHCTEMBI U €€ CHCTEMBbI 3alIUThI HH(pOopManum);

oTpezieNieHUe JIUIl, KOTOPBIM pa3pelieHbl IeUCTBUS 110 BHECEHUIO U3MEHEHUI B 6a30BYIO
KOH(UTYpAIHIO HHPOPMAITHOHHON CHCTEMBI U €€ CHCTEMBI 3aIUThl HH()OPMAIIHH;

yIpaBiicHUE H3MEHCHHSIME 0a30BOi KOH(PHUTYparuu HHPOPMAITUOHHON CHCTEMBI U €€ CHCTEMBI
3aluUThl UHGOPMAIIMK, B TOM YHCJIE OMpPEIEICHHE TUIIOB BO3MOXKHBIX H3MEHEHUI 0a30B0it
KOoH(pUTYpanuu HHOOPMAIIMOHHONW CUCTEMBI ¥ €€ CUCTEMBI 3aIIUThI HH()OPMALIHH,
CaHKLIMOHUPOBAaHNE BHECEHUS U3MEHEHUN B 0a30BYI0 KOH(UTypaIiio HHPOPMAITHOHHOM
CHCTEMBI M €€ CUCTEMBI 3aIlUThl HH(OPMAIH, TOKYMEHTUPOBAHUE JCHCTBUN 110 BHECEHUIO
M3MEHEHUH B 6a30BYI0 KOH(MUTYpaIiio HHPOPMAITMOHHON CHCTEMBI U €€ CUCTEMBI 3aIUThI
uH(opMaIuu, coxpaHeHue JaHHBIX 00 U3MEHEHUX 0a30BOM KOHPUTYpaIuu HHOOPMAITMOHHOM
CUCTEMBI U €€ CUCTEMBI 3aIUThI HH(OPMAIIMU, KOHTPOIb ACWCTBUN IO BHECEHUIO U3MEHEHUN B
0a30ByI0 KOHPUTYpAIHIO0 HHPOPMAITMOHHOW CUCTEMBI U €€ CUCTEMBI 3alIUThl HH()OpMAIUK;

aHaJINU3 MOTEHIMATFHOTO BO3ACHCTBUA IJIAHUPYEMbIX U3MEHEHUI B 0a30B0OM KOH(UTYpaIHH
WH()OPMAIMOHHON CUCTEMBI U €€ CUCTEMBI 3aIIUThl MHPOPMAIIUU Ha 00ECTICUCHUE 3aIUThHI
uH(pOpMaIii, BOSHUKHOBEHHE JTOTIOTHUTEIBHBIX YTP03 0€30MacHOCTH HH(OPMALIUU U
pabotocrnocoOHOCTh HHPOPMAITMOHHON CUCTEMBI;

orpeziesieHue napaMeTpoB HACTPOMKU MPOrpaMMHOT0 00eciedeH s, BKJII0Uasl IPOrpaMMHOE
o0ecrieyeHne CpeCTB 3alIUThl HH(OPMAIMH, COCTaBa U KOH(PUTYpALIUU TEXHUUYECKUX CPEACTB U
IPOrpPaMMHOT0 OOeCTIeueHus 10 BHECEHHSI U3MEHEHUH B 0a30BYI0 KOH(PUTypaIuio
UH(POPMALIMOHHOM CUCTEMBI U €€ CUCTEMBI 3alllUThl HH(popMaIumy;

BHECEHHE MH(POpMaIuH (JaHHBIX) 00 U3MEHEHUAX B 0a30BOi KOH(UTYpaluu HH)OPMAITMOHHON
CHCTEMBI ¥ €€ CHCTEMBI 3alIUThl HH()OPMAIMH B IKCILTyaTAIIHOHHYIO JIOKYMEHTAIIHIO Ha
CHCTEMY 3alIUThl HH(OpMAIIMKY HHPOPMALIMOHHOM CUCTEMBI;

MPUHSITHE PELIeHUs 10 pe3ysibTaTaM YIpaBlieHUs: KOH(UTypaluei o MOBTOPHOM aTTecTalu
UH(POPMALIMOHHOM CUCTEMBI WJIM IPOBEACHUH JIOTIOJIHUTENBHBIX aTTECTAIIMOHHBIX UCIIBITAHUH.

18.4. B xo1e KOHTpOIIsi (MOHUTOPUHTA) 32 00eCIieYeHneM yPOBHS 3aIHUIIIEHHOCTH HHPOpMAITUH,
cojiepxanieiicsi B uH(QOpPMaIMOHHON CHCTEME, OCYIIECTBIISIIOTCS

KOHTPOJIb 32 COOBITUSAMU 0€30MaCHOCTH M JICHCTBUSMHU I10JIb30BaTeNeH B MHPOPMALIMOHHOM
CHCTEME;



KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH UH(OpMAIINH, COAEpKalleicss B MHPOPMAITMOHHON CUCTEME;

aHaJU3 ¥ OIleHKa (DYHKIIMOHUPOBAHUS CUCTEMBI 3alUTHI HH(OpMAIMA HHPOPMAITMOHHOH
CHCTEMBI, BKJIIOYas BbIABICHHUE, aHAJIN3 U YCTPAHEHUE HEJOCTATKOB B ()yHKIIMOHUPOBAHUU
CHCTEMBI 3alUThI HH(OpMAIMKA UHPOPMALIMOHHON CUCTEMBI;

NEPUOANYECKHUNA aHAIN3 U3MEHEHHS YTpo3 O6e3omacHocT nHGOpMauy B HHPOPMAITMOHHON
CHCTeMe, BOHUKAIOIINX B XOJIE €€ IKCIUTyaTalllH, U IPUHITHAE MEpP 3aIlUThl HHPOPMAIIUH B
CJIy4ae BOSHMKHOBEHHUS HOBBIX YIpo3 0€30MacHOCTH UH()OPMAIINY;

JIOKYMEHTHUPOBAaHUE MPOLEAYD U PE3YIbTATOB KOHTPOJIS (MOHUTOPHHTA) 32 00eCcIIeYeHUEM
YPOBHS 3alIUIIEHHOCTH WH(OPMAIINH, COJepKaIIeHcs B MH(DOPMAIIMOHHON CHCTEME;

IPUHSITHUE PELLICHUS 110 pe3yJbTaTaM KOHTPOJIS (MOHUTOPUHTIA) 32 00E€CIIEUEHUEM YPOBHS
3alIMIIEHHOCTH HHPOPMALIUU O 10paboTKe (MOJIEPHU3ALINU) CUCTEMBI 3aLUTHI MH(OpMALIH
MH(OPMaLIMOHHON CUCTEMBI, IOBTOPHOM aTTecTali UH(POPMALIMOHHONW CUCTEMBI WIIH
IIPOBEJCHUM JIONIOJHUTEIbHBIX aTTECTAlMOHHBIX UCIIBITAHNM.

Oo0ecneyenne 3amUThH HHPOPMALMHU NPH BHIBOJAE U3 IKCILIYaTAIUM ATTECTOBAHHOMI
HHGpOPMANIMOHHOI CHCTEMBbI MJIHM MOCJIe IPUHATHS pelleHust 00 OKOHYaHUM 00padoTKH
uHpopManun

19. Obecneuenue 3amuThl HHPOPMALIMU TIPU BBIBOJIE U3 AKCIUIyaTallMM aTTECTOBAHHOMN
MH()OPMAIIMOHHOW CHCTEMBI WJIU TIOCIIE IPUHATHS PEIICHHs 00 OKOHYaHUH 00pabOTKH
UH(POPMALIUN OCYIIECTBISETCS OTEPATOPOM B COOTBETCTBUH C IKCILTYaTAI[MOHHON
JOKYMEHTaIMeH Ha CUCTEMY 3aIlUThl HHGOpMaUU HHPOPMALTMOHHOW CUCTEMBI U
OpTraHU3aIMOHHO-PACTOPSAUTEIBHBIMA JOKYMEHTAMH T10 3aIUTe HHPOPMAIIMU U B TOM YHCIIE
BKJTIOYAET:

apXUBUpPOBaHKE MHPOPMAIUH, coJiepxkKalieiicss B MHPOPMAIIMOHHOH cUCTeME;

YHUYTOKEHUE (CTUpAHUE) JaHHBIX U OCTATOYHON MH(OPMAIMM C MALTMHHBIX HOCUTENEH
uH(popMalnu U (MIM) YHUUTOKEHNE MAIIMHHBIX HOCUTENeH nHpOpMaLny.

19.1. ApxuBupoBanue nH(pOpMaLUHU, COAEpKalIelcss B MH(POPMAIMOHHON cHcTEME, JOIKHO
OCYIIECTBIISATHCS IPU HEOOXOIMMOCTH JAJIbHEHIIIETO UCII0JIb30BaHUsI HH(OpMaLuY B
JESATEIIBHOCTH OIIEPATOPA.

19.2. YHuuroxxeHue (CTUpaHue) JaHHBIX U OCTATOYHOW MH(POPMALIMU C MAIIMHHBIX HOCUTENIEH
uH(pOpMalMU TPOU3BOJUTCS MTPH HEOOXOAUMOCTH Iepeiadyl MAIIUHHOTO HOCUTENS
UHOPMALIUHU IPYTOMY TOJIb30BaTEN0 MHOOPMAIIMOHHON CUCTEMBI HJIU B CTOPOHHUE
OpraHMu3aIy JIJIsl PEMOHTA, TEXHUYECKOTO 00CITYKUBAHUS UM ATbHEUIIIET0 YHUUTOKEHHUS.

[Tpu BBIBO/IE M3 AKCILTyaTallMy MAIIMHHBIX HOCUTENEeH HH(OpMaluy, Ha KOTOPbIX
OCYILECTBIISUIMCH XpaHeHue 1 00paboTka nHpOpMalH, OCYIIECTBIIETCS PU3NIECKOe
YHUUTOKEHUE 3TUX MAIIMHHBIX HOCUTENEeH HH(OpMaLIUH.

I1I. TpeOoBanus K MepaM 3alMThHI HHPOPMALMH, coAepxkamleiics B HTHPOPMANMOHHOM
cucreme

20. Opranu3anioOHHbIC ¥ TEXHUYECKUE MEPHI 3alTUThI HHPOPMAILIUH, PEATH3yEeMbIC B
UH(POPMALIMOHHOM CUCTEME B paMKaX €€ CHUCTEMbI 3aIUThl HHPOPMALIUH, B 3aBUCUMOCTH OT



yrpo3 6e30MacHOCTH WH(POPMALIUHU, HCTIOIB3YEMbIX HHPOPMALMOHHBIX TEXHOJIOTUH U
CTPYKTYPHO-(DyHKIIMOHAJIBHBIX XapaKTEPUCTUK MH(POPMALIMOHHONW CUCTEMBI JOJKHBI
o0ecnieunBaTh:

UICHTU(PHUKAIMIO U ayTeHTU(DUKALUIO CYOBEKTOB JOCTYIA K OOBEKTOB JJOCTYIA;

yIpaBJIEHUE TOCTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM JI0CTYIIA;

OrpaHUYEHHUE IPOrPAMMHOM CpeJibl;

3alIMTy MAIIMHHBIX HOCUTENENH HHPOPMALIUY;

perucTpanuo coObITui 0€30MaCHOCTH;

AHTUBUPYCHYIO 3aIlUTY;

oOHapyxeHHe (MPeOTBPAILICHUE) BTOPKCHHUI;

KOHTPOJIb (QaHAJIN3) 3alUIIEHHOCTH UH(pOpMaLHH;

LIEJIOCTHOCTh MH(POPMALIMOHHON CUCTEMBI U MH(OpMaIH;

JOCTYITHOCTh MH(OpMaIHH;

3alIUTy Cpelbl BUPTYaIU3aliH;

3alUTy TEXHUYECKUX CPECTB;

3alUTy HHOOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSA3H U NE€pPeIayu TaHHBIX.

CocraB Mep 3amuThl HHGOPMAIIMHN U KX 0a30BbIe HAOOPHI JIJIs1 COOTBETCTBYIOIINX KJIACCOB
3aLUIEHHOCTH HH(POPMALIMOHHBIX CUCTEM NMPUBEIEHBI B IPUIOKEHUU N 2 K HaCTOSAIIUM
TpebGoBaHusIM.

20.1. Meps! 1o uieHTU(GUKALNMY U ayTeHTU(PUKALUU CYOBEKTOB JOCTYIA U 0OBEKTOB JOCTYMa
JIOJIKHBI 00€CIIeunBaTh MPUCBOECHUE CYObEKTaM U 00bEKTaM JOCTYyNa YHUKAIbHOIO MPU3HaKa
(uneHtudukaropa), CpaBHEHHE IPEIbIBIAEMOr0 CyObeKTOM (00BEKTOM) JOCTYIa
uAeHTU(UKATOpa C IEpeYHEM MPUCBOCHHBIX HUIEHTU(UKATOPOB, a TAK)KE IPOBEPKY
NPUHAIIEKHOCTH CYOBEKTY (00BEKTY) JOCTYIA MPEABIBICHHOTO UM HIeHTH(PHKaTOpa
(moaTBepKACHUE TOITTUHHOCTH).

20.2. MepbI 0 yIpaBJICHUIO JOCTYIIOM CyOBEKTOB JIOCTYIA K 00BEKTaM JTOCTYIIA JOJKHBI
o0ecrieunBaTh yrpaplieHUE [TpaBaMy U MPUBUIETUAMU CYObEKTOB JIOCTYIIA, pa3rpaHUUYEHUE
JocTyna cyObeKTOB JOCTYyIa K 00bEKTaM JOCTyIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B
UH(POPMALIMOHHOM CUCTEME MPaBUII Pa3TPaHUYEHUS JOCTYIIA, a TAKXKe 00ecreunBaTh KOHTPOJIb
COOJTIOICHHS ITUX TIPaBUIL.

20.3. Mepbl 10 OrpaHUYEHHUI0 TPOrPAMMHOM Cpeibl TOJKHBI 00ecIieYrBaTh YCTAHOBKY U (MJIHN)
3aIlyCK TOJIBKO Pa3pelIeHHOT0 K MCIIOIb30BaHUIO B MHPOPMALIMOHHOM CUCTEME MPOTrPaMMHOTO

o0ecrnevyeHns Wik UCKIII0YaTh BO3MOKHOCTh YCTAHOBKH U (MJIN) 3aIycKa 3alpelieHHOro K
UCTIOJIb30BaHUIO B MH(POPMAITMOHHON CHCTEME MMPOrPaMMHOT0 00eCTICUeHHUSI.



20.4. Mepsl 110 3aIIMTe MAIIMHHBIX HOCUTENEeH HHPpOpManuu (cpeacTsa o0paboTKH (XpaHEeHus )
uH(pOpMaNN, ChbeMHbIC MAIIMHHBIE HOCUTENN HH(OPMALIH) JOJKHBI UCKITI0YaTh BO3MOKHOCTh
HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MAIIMHHBIM HOCUTEIISIM M XPaHSIICHCs Ha HUX
uH(pOpMaINK, a TAK)KEe HECAHKIIHOHUPOBAHHOE UCIIOJIb30BAHNE ChEMHBIX MATMHHBIX HOCUTENIEH
uHpOpMaLnu.

20.5. Mepsl 110 perucTpanuy coObITHi 0€30IMacHOCTH TOJKHBI 00eceunBaTh cOOp, 3aIucCh,
XpaHEHHE U 3alUTy HHPOpMAIUU O COOBITUSAX 0€30IMacHOCTH B MH(OPMAIIIOHHOM CHCTEME, a
TaKXe BO3MOXKHOCTh IIPOCMOTPA U aHaIM3a MH(YOPMAIH O TAaKUX COOBITUSX U PearnpoOBaHUE HA
HUX.

20.6. Mepbl 0 aHTUBUPYCHOM 3alUTE JTOHKHBI 00€cTIeunBaTh OOHAPYKEHHE B
UH(POPMALIMOHHON CUCTEME KOMITBIOTEPHBIX IPOTrpPaMM JINOO HHON KOMIIBIOTEPHON
uH(pOpMalnK, MpeJHA3HAYCHHOM JIJIs1 HECAHKIIMOHUPOBAHHOTO YHUUTOXKECHHSI, OJIOKUPOBAHMUSI,
MO (HUKAIH, KOTTMPOBAHHS KOMITBIOTEPHOW MH(MOPMAIIUU HIIH HEHTpAIN3allui CPENICTB
3amuUThl THGOPMAIUK, a TAKXKE pearupoBaHUE Ha OOHAPYKEHUE ITUX MPOTrpaMM U HH(GOPMaLIUU.

20.7. Mepbl o oOHapyKEHHIO (IPEIOTBPAIICHUIO) BTOPKCHHM TOJIKHBI 00€CTIeUnBaTh

oOHapy KeHHe JeCTBUI B MH()OPMAIIMOHHON CHCTEME, HAIIPABJICHHBIX Ha MPEIHAMEPEHHBIN
HECAHKIIMOHUPOBAHHBIN JOCTYI K MH()OPMAIINH, CTICIIHATLHBIC BO3ICHCTBHUS HA
MH(OPMAILIMOHHYIO CUCTEMY U (UJTH) UH(OPMALIMIO B LIETSAX €€ JOOBIBAHUS, YHUUYTOXKEHUS,
UCKXCHUS ¥ OJIOKHPOBAHHMS TOCTyIA K HHPOPMAIUH, a TAKXKE pEarupOBaHKE HA ITH JCHCTBUSL.

20.8. Mepbl 10 KOHTPOITIO (aHATH3Y) 3alIUIIEHHOCTH HH(POPMAITUH JIOJDKHBI 00€CIIeYHBATh
KOHTPOJIb YPOBHSI 3aIIUIIIEHHOCTH HH()OPMAIIHH, COACpIKaIIelcs B MHPOPMAIMOHHOW CUCTEME,
MyTeM MPOBEICHUS MEPOTIPUSATUHN IO aHATIN3Y 3AIIUIIEHHOCTH NHHOPMAIITMOHHONW CUCTEMBI 1
TECTHUPOBAHUIO €€ CUCTEMBI 3aIlIUTHl HH(OPMAIIUK.

20.9. Mepsbl 110 06€eceueHuIo 1eT0OCTHOCTH HH()OPMAIIMOHHON CUCTEMBI U HH(OpMaLUU
JIOJDKHBI 00ecrieynBaTh OOHapykeHHe (PaKTOB HECAHKIIMOHUPOBAHHOTO HAPYIICHUS
LEJIOCTHOCTH MH()OPMAITMOHHON CUCTEMBI U COZIeprKalleiicsl B Hell MHpOpMaIuy, a TaKxKe
BO3MOKHOCThH BOCCTaHOBJICHHSI HTH(GOPMAIITMOHHON CUCTEMBI M COJIEpIKaIIEHCsl B HE
UHpOpMaLUH.

20.10. Mepsl 1o obecreyeHnto JOCTYITHOCTH HH(POPMALIUK JOJKHBI 00€CIIeunBaTh
aBTOPHU30BAHHBIN JOCTYI M0JIb30BaTeNEH, MMEIOIIMX MpaBa Mo TAKOMY JIOCTYILY, K HH(OpMAaIHH,
coJieprkanieiicss B MHQOpPMaIlMOHHOM cucTeMe, B IUTATHOM peKuMe (QyHKIIMOHUPOBAHUS
UH(POPMALIMOHHON CUCTEMBI.

20.11. Mepsl 110 3a1uTe Cpeabl BUPTYATU3aLUH T0JKHBI HCKIIIOYaTh HECAHKIIMOHUPOBAaHHBIN
JOCTYMN K HHpopMaIuu, 00padbaTeiBaeMoii B BUPTYyaIbHOU HHPACTPYKTYpE, U K KOMIIOHEHTaM
BUPTYaJIbHON MH(PACTPYKTYPHI, @ TAKXKE BO3JeHCTBHE HAa HH(OPMAIIUIO U KOMIIOHEHTHI, B TOM
YHClie K CPEJICTBAM YIIpaBJIeHHs BUPTYaIbHOU HHOPACTPYKTYpPOil, MOHUTOPY BUPTYaJIbHBIX
MaIluH (TUIEepBU30pY), CUCTEME XPaHEHUs TaHHBIX (BKIIIOYasi CUCTEMY XpaHEHHs 00pa3oB
BUPTYaIbHOU UHPPACTPYKTYPHI), CETU NIEpeaur JaHHBIX Yepe3 3JIEMEHTbl BUPTYAIbHON WK
¢du3nueckoit HHPPACTPYKTYPHI, TOCTEBBIM ONEPALIMOHHBIM CUCTEMaM, BUPTYaJIbHBIM MallliHaM
(xoHTeliHEepaM), CUCTEME U CeTH PEeIUIMKAlMU, TEPMUHAIBHBIM U BUPTYaJIbHBIM YCTPOHCTBAM, a
TaK)K€ CUCTEME PE3EPBHOIO KOIMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSM.

20.12. Mepsl N0 3alIMTE TEXHUYECKUX CPEACTB TOJHKHBI UCKIII0YaTh HECAHKIIMOHUPOBAHHBIN
JOCTYT K CTAlMOHAPHBIM TEXHUYECKHM CPEJCTBaM, 00pabaThIBAIOIIUM HH(OPMAIIHIO,
cpencTBam, o0ecreuynBarImmuM GyHKIIMOHUPOBaHUE MH(GOPMAIITMOHHON CUCTEMBI (fajee -



cpencTBa obecriedeHrs (GyHKITMOHUPOBAHWS ), U B TIOMEIICHHUSI, B KOTOPBIX OHU MTOCTOSTHHO
PAcCIIONIOKEHBI, 3AIUTY TEXHHUECKUX CPEJICTB OT BHEIIHUX BO3JCHCTBUH, a TAKKE 3AIIUTY
uH(pOpMAIINH, TPEJCTABICHHON B BUJIe MHPOPMATHUBHBIX JJICKTPUICCKUX CUTHATIOB U
(bU3HYECKUX MOJeH.

20.13. MepsI 110 3amuTe HHOOPMAITMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Iepeaadn
JTAHHBIX JIOJDKHBI 00€CIIeYrBaTh 3aIIUTY HH()OPMAIIMH MTPU B3aUMOICHCTBUU HHPOPMAITHOHHON
CUCTEMBbI WU €€ OTAENIbHBIX CErMEHTOB C MHBIMU HH(POPMAIIMOHHBIMU CHCTEMaMU 1
UH(OPMAIIMOHHO-TEIIEKOMM YHUKAITHOHHBIMH CETSIMHU TIOCPEICTBOM MPUMEHEHUS apXUTEKTYPhI
MH(OPMALIMOHHON CHUCTEMBI, IPOCKTHBIX PEIICHUH IO €€ CHCTeME 3alIUThl HH(POpMaIuy,
HAIPABIICHHBIX Ha 00ECIIeUeHNE 3aIUTh HHPOPMAIIHH.

21. Be16op Mmep 3amuThl HH(GOPMAIMK IJIs KX pealn3alui B HHOOPMAIIMOHHON CHCTEME B
paMKax ee CUCTEMBbI 3alIUThl HH(POPMAIIUU BKIIIOYALT:

omnpenenenue 6a30Boro Habopa Mep 3amuUThl HH(POPMAIUH IS YCTAHOBICHHOTO KJlacca
3alMIEHHOCTH UHPOPMALIMOHHOM CUCTEMBI B COOTBETCTBUU € 6a30BBIMU HaOOpaMu Mep
3anUThl HHG)OpPMAIMH, TPUBEACHHBIMU B TpHIoskeHUH N 2 K HactosmuM TpeboBaHusM;

ajanTtanuo 6a30BOro Habopa mMep 3alUTbhl UHPOPMAUU IPUMEHUTENIBHO K CTPYKTYPHO-
(GYHKLIMOHATIBHBIM XapaKTePUCTUKAM UH(OPMAIIMOHHON CUCTEMBI, HH(OPMALIMOHHBIM
TEXHOJIOTUSIM, 0COOCHHOCTSIM ()YHKIIMOHUPOBAHUS HH()OPMAIIHOHHON CHCTEMBI (B TOM YHCIIE
IpeaycMaTpUBAOILYIO UCKIIIOYeHHE 13 0a30BOro Habopa Mep 3aluTsl HHpOpMauu Mep,
HETIOCPEACTBEHHO CBSA3aHHBIX ¢ MHPOPMALMOHHBIMU TEXHOJIOTHSIMH, HE UCTIOB3YEMBIMH B
UH(POPMALIMOHHOM CUCTEME, UITH CTPYKTYPHO-(YHKIMOHAIBHBIMHU XapaKTEPUCTHKAMHU, He
CBOMCTBEHHBIMU MH(POPMAITMOHHOHN CHCTEME);

YTOYHEHHE aJallTHPOBAaHHOTO 6a30BOro Habopa Mep 3alUThl HH(OPMALIMU C YUETOM HE
BBIOpPAHHBIX paHee Mep 3allUThl HH(POPMALUY, TPUBEIEHHBIX B MPUI0KEHUN N 2 K HACTOSALIUM
TpebGoBaHMsIM, B pe3yJIbTAaTE YEr0O ONPEAEIAIOTCA MEPhI 3alIUThl HH(POpMaIuH,
oOecneunBaromue OJI0KUpOBaHUE (HEUTpau3aluio) BceX yrpo3 6€30macHOCTH HHPOpMalny,
BKJIFOUEHHBIX B MO/JIENIb YTPO3 HHPOpMAIUY;

JIOTIOJIHEHUE YTOYHEHHOTO aJallTHPOBAHHOI0 6a30BOro Habopa Mep 3alUThl HHPOpMaLUU
MepaMH, o0ecreunBaroIIMMU BBIIIOJHEHNE TPEeOOBaHUH O 3a1uTe HHPOpMAIHH,
YCTQHOBJICHHBIMH HHBIMH HOPMATHUBHBIMH ITPaBOBBIMH aKTaMH B 00J1aCTH 3aILUTHI
uH(pOpMalH, B TOM YHCJIE B 00JIACTH 3aIUTHI IEPCOHATIBHBIX JIaHHBIX.

Jlns BeIOOpa Mep 3aiMThl HHPOPMAIUH JIJIsl COOTBETCTBYIOIIETO KJIacca 3allUIIeHHOCTH
UH(POPMALIMOHHOM CUCTEMBI TPUMEHSIOTCS METOIMYECKHE JOKYMEHTBI, pa3paboTaHHbIE U
yrBepxkaeHHble PCTOK Poccnn B cooTBeTCTBHM ¢ TOANTYHKTOM 4 nyHKTa 8 [lonoxxenus o
DenepanbHOil cayx0e Mo TEXHUUECKOMY U AKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHOTO YKa30M
[Tpesunenta Poccuiickoit @enepamnmu ot 16 aBrycra 2004 r. N 1085.

22. B unpopMaImoHHOHN crcTeMe COOTBETCTBYIOIIETO KIlacca 3allUIIEHHOCTH B paMKax €€
CHUCTEMBEI 3al1IUThI I/IH(i)OpMaIII/II/I JOJI?KHBI OBITH pCaIn30BaHbl MEPHBI 3alIUTHI I/IH(bepMaI_[I/II/I,
BEIOpaHHBIC B COOTBETCTBUU ¢ MyHKTOM 21 HacTosmux TpeboBanuil u obecrednBaroiye
OyIoKMpoBaHKEe (HEUTPATH3AIIMI0) BCEX yIpo3 0€30MacHOCTH HH(GOPMAITHH.

[Ipu 5TOM B HHPOPMAIIMOHHON CHCTEME TOJDKEH OBITh, KaK MUHUMYM, PEaJIN30BaH
a/IalITUPOBAHHBIN 0a30BbIi HAOOP Mep 3alMUTHl HH(POPMALIUU, COOTBETCTBYIOIINN
YCTaHOBJIEHHOMY KJIACCY 3alUIIICHHOCTH HH()OPMAIIMOHHON CHCTEMBI.



23. Ilpu HEBO3MOXKHOCTH pealli3aliy B UH()OPMAIIMOHHOW CUCTEME B pAMKaX €€ CUCTEMBI
3alIMThl HHOPMAIIMU OTACTHHBIX BRIOPAHHBIX MEp 3aIIUTHl HHPOPMAIIUHU Ha dTanax aJIarTaiui
0a3oBoro Habopa Mep 3alIUThl UHGOPMAITUH WIIM YTOUHEHUS IallTUPOBAHHOTO 0a30BOTO
Habopa Mep 3aIuThl KHPOPMAITUU MOTYT Pa3padaThiBaThCs UHBIE (KOMIICHCUPYIOIINAE) MEPhI
3amuThl HHQOPMAIIUK, 00ECTICUNBAIOIIUE aICKBATHOE OJIOKMPOBAaHKE (HEUTPAIU3AIIUIO) YTPO3
06e30macHOCTH MH(POPMAIIHH.

B sTtoMm ciydae B xo1e pa3paboTKH CHCTEMBbI 3aIUThHI HH)OpMAaUi HHPOPMAITMOHHONW CHCTEMBI
JIOJKHO OBITH MPOBEICHO 00OOCHOBAHNE MMPUMEHEHHUST KOMIIEHCHPYIOLNX MEp 3aIIUThI
uH(pOpMaINy, a IPH ATTECTAMOHHBIX HCIBITAHUSAX OLIEHEHA IOCTATOYHOCTD U aJICKBATHOCTD
JTAHHBIX KOMITIEHCUPYIOIUX Mep AJisi OJ0KUpOBaHUS (HEHTpan3aum) yrpo3 6€30nacHOCTH
uHpopmanuu.

24. Mepsl 3auThl HH()OPMALIUK BEIOUPAIOTCS M pealin3yloTCs B MH(POPMALIMOHHOM CUCTEME B
paMKax €€ CUCTEMBI 3alTUThI MH(OPMAIIUU C YISTOM YIpo3 O€30IMacHOCTH HH(POPMAIHH
MPUMEHUTEIHHO KO BCEM 00BEKTaM U CyOBEKTaM JOCTYIIa Ha almapaTHOM, CUCTEMHOM,
MPUKJIATHOM M CETEBOM YPOBHSX, B TOM YHCJIE€ B CpE/ie BUPTyATU3aIlUU U 00TauHbIX
BBIYMCIICHHH.

25. BeiOpaHHbI€ U peali30BaHHbIE B HHPOPMAIIMOHHOM cUCTEME B paMKaX €€ CUCTEMBbI 3alllUThI
uH(pOpMaIIMK MEPHI 3aIIUTH HHPOPMALIMH JOJKHBI 00ECIIeUnBATh:

B MH(MOPMAILIMOHHBIX cucTeMax | Kiacca 3alUIeHHOCTH - HeTpanu3anuio (0J10KHpOBaHHUE)
yrpo3 6e3onacHocT HHPOPMAITUH, CBI3aHHBIX C ICHCTBUSAMU HAPYIIUTENS C BRICOKIM
MOTEHIUAJIOM;

B MH(OPMAIIMOHHBIX CHCTEMAaX 2 Kjiacca 3alUIeHHOCTH - HelTpanu3aiuio (0J0KHpOBaHHUE)
yrpo3 6e30macHOCTH HHGOPMAIINH, CBA3aHHBIX C ICMCTBUSIMU HAPYIIUTENS C TTOTCHIIMAIIOM HE
HUKE CPEIIHETO;

B MH(OPMALIMOHHBIX cucTeMax 3 U 4 KJ1acCcoB 3alMILEHHOCTH - HEUTpanu3aiuo
(6moxupoBaHue) yrpo3 0e30nacHOCTH MH(POPMALIUH, CBA3aHHBIX C ACHCTBUSAMH HAPYILIUTENS C
HU3KHUM MTOTEHIIMATIOM.

[ToTeHman HAPYIIUTEIS OTIPENEISIETCS B X0/I€ OIEHKH €0 BO3MOXXHOCTEH, IIPOBOAMMOM ITPH
OTIpeIeIeHNH YTpo3 0e30MacHOCTH HH(OPMAIIMK B COOTBETCTBUH € IMYHKTOM 14.3 HacTosIIuX
TpeboBanuii.

OnepaTtopoM MOXKET ObITh PUHSATO PellIeHne O MTPUMEHEHUH B HH(OPMALIMOHHOMN cCHCTEME
COOTBETCTBYIOIIETO KJIacca 3alIUIIEHHOCTH Mep 3alllUThl HH(pOPMAIUU, 00ECIIEUNBAIOIINX
3aIIUTY OT yrpo3 0e30macHOCTH HH(OPMALINH, PEATH3yEeMBbIX HapyIIUTENIEM ¢ 00Jiee BEICOKHM

INOTCHIIMAJIOM.

26. TexHUYECKHE MEPHI 3alIUTHl HH(OPMAIINN PEATH3YIOTCS TOCPEICTBOM ITPHUMEHEHHSI CPEJICTB
3alIUThl UH(OPMAIMH, UMEIOLNX HEOOX0IUMbIe (PYHKIIUU 0€30MacCHOCTH.

B atom cJIy4dac B I/IH(l)OpMaI_II/IOHHLIX cucteMax 1 m 2 Kjacca 3alMUIICHHOCTH NPUMCHAOTCA:
cpeacTBa BBIYMCIIMTEIIFHON TEXHUKH HE HIDKE 5 KJ1acca,

CUCTEMbI OOHAPYKEHHsI BTOPKEHUHN U CpeAicTBa aHTUBUPYCHOM 3aIllUThI HE HUXKeE 4 Kiacca;



MEKCETEeBbIE SKpaHbl HE HIKE 3 Kilacca B ciiyyae B3aMMOACHCTBHS HH(OPMAIIMOHHON CUCTEMbI
¢ NH(OPMAITOHHO-TEIIEKOMMYHUKAIIMOHHBIMHU CETSIMU MEXTYHApOIHOTO HH()OPMAIITMOHHOTO
oOMeHa 1 He HIKe 4 Kilacca B cllyyae OTCYTCTBHUS B3aUMOJICHCTBUS HHPOPMALIMOHHON CUCTEMBI
¢ MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMHU CETSIMUA MEXTYHApOIHOTO HH()OPMALMOHHOTO
oOMeHa.

B nndpopmannoHHpIx cucremax 3 Kiacca 3alMIeHHOCTH TPUMEHSIOTCS:
CpECTBa BBIUNCIUTEIBLHON TEXHUKHU HE HUXKE 5 KJlacca;

CHCTEMBbI OOHAPYKEHHSI BTOPKCHHUN M CPEIICTBA aHTUBUPYCHOM 3allIUTHI HE HIDKE 4 Kilacca B
CIIy4ae B3auMOJICHCTBUS HHPOPMAITMOHHON CHCTEMBI ¢ MH(POPMAITMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMH CETSIMH MEXKTYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHA U HE HUXKE 5
KJIacca B CITy4ae OTCYTCTBHSI B3aUMOJICHCTBUSI MHPOPMAITMOHHON CHCTEMBI ¢ HH(OPMAITMOHHO-
TEJIEKOMMYHHUKAI[HOHHBIMU CETSAMHU MEXIYHAPOHOTO HHPOPMAIIMOHHOTO 0OMEHa,

MEXKCETEeBbIC KpaHbl HE HIKE 3 Kilacca B Clydae B3aMMOACHCTBHS HH(OPMAIIMOHHON CUCTEMBI
¢ TH(POPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIMH CETSIMU MEXKTYHAPOTHOTO HHPOPMAITHOHHOTO
oOMeHa 1 He HUKe 4 Kilacca B Cllydae OTCYTCTBUS B3aUMOJICHCTBYSI MH(OPMAIIMOHHON CUCTEMBI
¢ THPOPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIMH CETSIMHU MEXKTYHAPOTHOTO HHPOPMAITHOHHOTO
obMeHa.

B nHpOpManMOHHBIX cucTeMax 4 Kjacca 3allUuIIeHHOCTH TPUMEHSFOTCS:

Cpe/ICTBa BBIUMCIUTEIHLHON TEXHUKHU HE HIDKE S5 Kitacca;

CHUCTEMBbI OOHAPY>KEHUS BTOPKEHUHN U CPEJICTBA AHTUBUPYCHOM 3alIUThHI HE HIDKE S5 Kilacca;
MEXCEeTEBbIE IKpaHbl HE HIDKE 4 Kiacca.

B undopmannonusix cucreMax 1 u 2 KJaccoB 3alIUIIEHHOCTH IPUMEHSIOTCS CPEACTBA 3aIlIUTHI
uH(opMaIuu, TporpaMmMHOe 00eCIIeYeHHEe KOTOPBIX MPOIILIO MPOBEPKY HE HIDKE ueM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH.

27. B cniydae 00paboTky B HHGOPMAIIMOHHON crcTeMe HH(POpMaIH, coaepKalien
MepCOHANIbHBIE JaHHBIC, PEAIU3yEeMbI€ B COOTBETCTBUHU C MMyHKTaMu 21 1 22 HACTOAIIUX

TpeboBaHMit MepbI 3alUTH MH()OPMAIIH:

JUTst “H(OpPMAIIMOHHOM cucTeMbl | Kilacca 3amuiieHHocTH obecneunBaroT 1, 2, 3 u 4 ypoBHU
3aIUIIEHHOCTH TIEPCOHATBHBIX JTaHHBIX *;

JUTst “TH(OPMAIIMOHHOM CUCTEMBI 2 KJlacca 3allHUIEHHOCTH 00eCeunBaroT 2, 3 1 4 ypoBHH
3aIUIIEHHOCTH TIEPCOHATBHBIX JTaHHBIX *;

JU1st THQOPMAITMOHHON CHCTEMBI 3 KJlacca 3allMIeHHOCTH 00ecreunBaroT 3 u 4 ypoBHU
3aIIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX*;

JJIsA I/IH(I)OpMaLII/IOHHOﬁ CHCTEMEI 4 KI1acca 3allIMIICHHOCTH, obecneunBarot 4 YPOBCHB
3alMUIICHHOCTH MMEPCOHAJIBHBIX )IaHHLIX*.

28. IIpu ncnoabp30BaHUU B UH()OPMAITMOHHBIX CUCTEMaX HOBBIX MH(OPMALIMOHHBIX TEXHOJIOT U
Y BBISIBJICHUU JOMOJIHUTENIBHBIX YTPO3 0€30MacHOCTH UH(OPMAIUH, AJIs KOTOPBIX HE



OTIpeieNIeHbl MEPhI 3alUTHl HH(OpMAaIiH, JOJKHBI pa3padaThIBaTHCsI KOMIECHCUPYIOIIME MEPHI
B COOTBETCTBUU C MyHKTOM 23 HacTosmux TpeOoBaHMil.

*Yemanasnueaemces 6 coomeememeuu ¢ Tpebosanusmu K 3aujume nepcoHaIbHbIX OAHHLIX NPU
ux obpabomxe 6 UHGOPMAYUOHHBIX CUCMEMAX NEPCOHATLHBIX OAHHBIX, YMBEEPIHCOCHHBIMU

nocmanoenenuem Ilpasumenvcmea Poccuticxoii @edepayuu om 1 nosaops 2012 2. N 1119.

[Iprmnoxenue N 1 k TpeboBanusm

Onpezle.nelme KJacca 3allMIICHHOCTH HH(l)OpMﬁIIHOHHOﬁ CUCTEMBbI

1. Knacc 3ammuieHHocTy nHGopMamonHoi cucreMsl (iepsbiit knace (K1), Bropoii knace (K2),
tpetuit kiacc (K3), werBepTsiii kitace (K4)) onpeaensieTcss B 3aBUCUMOCTH OT YPOBHS
3HaynMocTH nHpopmanuu (¥Y3), oOpadaTeiBaeMoii B 3TOi HH(OPMAIIMOHHOH CUCTEME, U
MaciTaba HHPOPMAIIMOHHON cucTeMBbI ((peaepaabHblil, perHOHAIbHBINA, O0BEKTOBBIN).

Knacc 3amumennoctu (K) = [ypoBeHb 3HAUMMOCTH HHPOPMAIINH; MACIITA0 CUCTEMBI |.

2. YpOBEeHb 3HAYMMOCTH MHPOPMALIUU ONPEEIISETCS CTEIIEHBI0 BO3MOXKHOTO yiepoa s
obnanarens ungopmanuu (3akazuuka) U (W) orneparopa OT HapylIeHUs] KOHPHUASHINATbHOCTH
(HempaBOMEpHBIE TOCTYII, KOMMPOBAHUE, IPEIOCTABICHNE WU PACTIPOCTPAaHEHHE), IEJTOCTHOCTH
(HempaBOMEpHbIC YHUUTOKEHHE WITH MOTUPHUIIMPOBAHUE) WIIH JOCTYITHOCTH (HETIPAaBOMEPHOE
OsoKMpoBaHKe) HH(POPMAIIHH.

V3 = [(koHDUACHIMATHEHOCTD, CTEIICHD yiep0a) (IIeTI0CTHOCTh, CTENEHb yiiepoa)
(TocTymHOCTD, CTEMNEeHb yiiepoa)],

I/ie CTENeHb BO3MOXKHOTO yiep0a omnpezensercs odiaanareneM nHpopmannu (3aKka3qukoM) U
(W11) OMIEPaTOPOM CaMOCTOSITEIFHO SKCIIEPTHBIM MJIM HHBIMU METOJIAMHU U MOKET OBITh:

BBICOKOM, €CJIM B pe3y/IbTaTe HAPYIICHUS! OJTHOTO U3 CBOMCTB 0€30MacHOCTH UH(POpMAIIUU
(KOH(UACHIIMAIBHOCTH, LEIOCTHOCTH, TOCTYITHOCTH) BO3MOKHBI CYIIIECTBEHHbIE HETaTUBHBIE
MOCJIEACTBHSI B COL[UANIBHOM, MOIUTUYECKOM, MEXTyHAPOAHOMN, SKOHOMUYECKOH, (PMHAHCOBOI
WM UHBIX 00J1ACTAX JAESITeNbHOCTH U (MIK) MH(OpMAIIMOHHAs cUcTeMa U (WJIK) OnepaTop
(obnagarens MHGOPMAIIMU) HE MOTYT BBINIOJHAThH BO3JIOKEHHbBIE HA HUX (DYHKIINH;

CpEIHEeH, eclu B pe3ysIbTaTe HAPYIICHHUS OJTHOTO U3 CBOMCTB O€30macHOCTH HH(OpMaIuu
(KOH(UACHIMAIBHOCTH, LEIOCTHOCTH, TIOCTYITHOCTH) BO3MOXKHBI YMEPEHHbIE HETaTUBHBIE
MOCIIEACTBHSI B COL[UAIBHOM, MMOUTUYECKOM, MEXTYHAPOAHON, SKOHOMUYECKOH, (PMHAHCOBOI
WM MHBIX 00J1aCTAX JAESITENbHOCTH U (WIIM) HHPOPMAIIMOHHAS CUCTEMA U (WUJIH) OIIepaTop
(obnagarens nHGOpPMAIIMU) HE MOTYT BBIIIOJHATEH XOTS ObI OJJHY U3 BO3JIO’KEHHBIX Ha HUX

byHKIH;

HU3KOH, €CIIA B pe3y/IbTaTe HAPYIICHHUS OJTHOTO U3 CBOMCTB 0€30MacHOCTH WH(POPMAITUH
(KOH(UACHIIMAIBHOCTH, LEIOCTHOCTH, TIOCTYIIHOCTH) BO3MOYHBI HE3HAYUTEIIbHbIC HETraTUBHBIE
MOCIIEACTBHSI B COL[UAIBHOM, MOUTUYECKOM, MEXTYHAPOAHON, SKOHOMUYECKOH, (PMHAHCOBOI
WM UHBIX 00J1aCTAX AESITeNbHOCTH U (MIK) MH(OpMAIIOHHAs cUcTeMa U (WIJIK) OnepaTop
(o6nagarens nHGOPMAIIMU) MOTYT BBIIIOJIHATH BO3JIO’KEHHBIE HA HUX (DYHKIIUU C HEIOCTATOUHOMN
3 PEKTUBHOCTHIO UITH BBITIOJIHEHUE (PYHKIIUI BO3ZMOYKHO TOJIBKO C PUBJICYCHUEM
JIOTIOTHUTEIIBHBIX CHII M CPENICTB.



WNudopmanus umeer BbICOKHH ypoBeHb 3HaUMMOCTH (Y3 1), ecniu X0Ts OBl 17151 OAHOTO U3
CBOMCTB Oe3omnacHocTy nHpopmaruu (KOHGUIESHITHATEHOCTH, IIETOCTHOCTH, TIOCTYITHOCTH )
orpeiesieHa BhICOKas CTemneHp yuiepoa. Mudopmanus umeer cpeanuii ypoBeHb 3HaunmMoctH (Y3
2), eciu XOTs OBI JIJIs1 OJTHOTO U3 CBOMCTB Oe30macHoCTH nHpopManuu (KoH(HUICHIIMATIbHOCTH,
[IEJIOCTHOCTH, IOCTYITHOCTH) ONpeeieHa CPEAHss CTeIeHb yiepOa U HeT HU OJTHOTO CBOMCTBA,
JUIsL KOTOPOTO OIpe/iesieHa BbICOKasl cTeneHp yuepoa. Mupopmarus nmeer HU3KUil ypOBEHb
3HaynMocT (Y3 3), eciu A7 BcexX CBOMCTB 0€30MmacHOCTH HH(OpMaIiK
(KOH(UISHIMATBHOCTH, LIEJIOCTHOCTH, AJOCTYITHOCTH) ONpPEesIeHbl HU3KUE CTEIEHH yiiepoa.

Nudopmanys nMeeT MUHIMAIBHBIA YpOBeHb 3HaUuUMOCTH (Y3 4), ecnu oOnaarenem
uHpOpMaLKK (3aKa34UKOM) U (WJIHM) ONIEPaTOPOM CTETeHb yiiepOa OT HapyIIeHUsI CBOUCTB
6e3omacHocTH UH(popManuu (KOHGUACHINATLHOCTH, LIETOCTHOCTH, JOCTYITHOCTH) HE MOKET
OBITH OMpeieNieHa, HO TPU 3TOM HH(POPMAITUS TOUICIKUT 3AIMUTE B COOTBETCTBUH C
3aKoHOJaTenbCTBOM Poccuiickoit denepanni.

[Tpu 06paboTke B MH(DOPMALIMOHHOW CUCTEME IBYX U Oosiee BUIOB HH(pOpMAINH (CiTy)eOHas
TaifHa, HAJIOTrOBasi TallHA U UHBIE YCTAHOBJICHHBIE 3aKOHOAATENBCTBOM Poccuiickont denepanun
BU/JIbI HH(OPMALIMK OTPAHUYEHHOTO JIOCTYMA) YPOBEHb 3HaYMMOCTH HHpopmaruu (Y3)
OTIPECIIATCS OTJCIBHO IS KaXKA0T0 BUaa HHPopMaruu. TOroBelid ypoBeHb 3HAUMMOCTH
uH(popMalnu, oo6padaTsiBaeMoil B MHPOPMAIIMOHHOM CHCTEME, YCTAaHABIMBACTCS 110
HAWBBICIIUM 3HAYCHHSIM CTEIICHU BO3MOXKHOTO yIIep0Oa, OmpeIeIeHHBIM IS
KOH(UICHIIMATBHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH MH(POPMAIIUHU KaXI0TO BUAA HH(DOPMALIHH.

3. UadopmarnmonHas cuctemMa umMeeT GeaepaabHblii MacTad, eciii oHa (yHKIMOHUPYET Ha
tepputopun Poccuiickoit denepaunu (B npenenax GeaepanbHOro OKpyra) U UMEeT CerMEHTHI B
cyonekTax Poccuiickoit @denepanuu, MyHUIIMIAIBHBIX 00pa30BaHUAX U (MJIM) OpraHu3alusiX.

NudopmarimonHas cucreMa MeeT peruoHaIbHbIN MaciTad, eciii OHa (DYHKITMOHUPYET Ha
TeppuTopuu cyobekTa Poccuiickoit denepanuy 1 UMeeT CETMEHTHI B OJJTHOM WJIM HECKOJIBKUX
MYHUIUTIATBEHBIX 00pa30BaHUSAX U (WUJTH) TIOJIBEIOMCTBEHHBIX ¥ MHBIX OPraHU3aIUSIX.

HNnpopmarnnonHas cucrema uMeeT o0beKTOBBIM MacIITad, eciu oHa QYHKIIMOHUPYET Ha
00BEeKTax OJHOT0 (esiepalbHOro OpraHa rocyJJapCTBEHHOH BIACTH, OpraHa rocy1apCTBEHHON
Biactu cyobekra Poccuiickoit @enepanii, MyHUIIUIAIBHOTO 00pa30BaHus U (UJIN)
OpraHM3ali U HE UMEET CETMEHTOB B TEPPUTOPHANIBHBIX OpraHax, peJCTaBUTEIbCTBAX,
¢unnanax, NoJIBEJOMCTBEHHbIX U UHBIX OPraHU3aLUsAX.

4. Kinacc 3amuieHHOCTH HH()OPMAIIMOHHON CUCTEMBI OMPEIesieTCs B COOTBETCTBUU C
TaOJINLIEN:







Marepuai omryGIIMKOBaH 1Mo agpecy: http://www.rg.ru/2013/06/26/gostajna-dok.html



